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STAR-Vote 
Request for Information for a New Voting System 

 
 

This Request for Information (RFI) solicits input from a broad community of individuals with expertise 
in technology, government, cryptography, statistics, project management, and human factors 
engineering to assist Travis County in the design, development, implementation, maintenance, and 
continuing evolution of a new voting system we call STAR-±ƻǘŜϰΦ ¢ƘŜ ƭŜǘǘŜǊǎ ƻŦ {¢!w represent 
Secure, Transparent, Auditable, and Reliable. 

TM 
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1 PURPOSE 

This Request for Information (RFI) solicits input from a broad community of individuals with 
expertise in technology, government, cryptography, statistics, project management, and human 
factors engineering to assist Travis County in the design, development, implementation, 
maintenance, and continuing evolution of a new voting system we call STAR-±ƻǘŜϰ.   

We are searching for vendors interested in creating modern and imaginative solutions that 
incorporate quality software design to provide improved security, transparency, accuracy, 
reliability, usability, accessibility, and affordability in the election process.  

STAR stands for Secure, Transparent, Auditable, and Reliable.  The STAR-±ƻǘŜϰ system sets new 
standards using the accuracy of electronic voting, the security of cryptography, the transparency 
of paper vote records, the auditability of each step of the election process, and the ability to 
reliably confirm the correct outcomes of each election.  

We are eager for STAR-±ƻǘŜϰ to redefine the polling place so that it represents today and 
anticipates the future.  We want to build a system that is intuitive for all voters to operate and 
reflects the kind of technology voters are accustomed to seeing in their daily lives; enhances 
options for voters with disabilit ies; and places reasonable operational demands on election 
workers and administrators.   

We want a system that is not obsolete from the moment it is purchased.  Rather, we aspire to 
have a system that can evolve when improved operating systems, software, and hardware enter 
the marketplace.  We want a system that is flexible and economically adaptive to changes in laws 
and voter demands.  We seek to redefine voting systems so that they are more modular, to help 
reduce the time and cost of certification and to give vendors more freedom and creativity to 
enhance all processes involved in conducting elections. And importantly, we want a system that is 
affordable for all counties to purchase, maintain, and upgrade. 

We intend for STAR-±ƻǘŜϰ ǘƻ ōŜ ŀ ǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜ ǇǊƻŘǳŎǘ ǿƛǘƘ ¢ǊŀǾƛǎ /ƻǳƴǘȅ όƻǊ, possibly, a 
consortium of counties) owning all intellectual property and proprietary rights in and to the 
system and all legally protectable elements and components of it. (Additional information on 
ownership of intellectual property and proprietary rights, as well as information on data 
generated by the STAR-±ƻǘŜϰ System can be found in Section 4.1 and 4.2).  We are taking these 
steps to protect the integrity of the STAR-±ƻǘŜϰ design and to minimize the licensing cost for its 
use.  However, we encourage responders to imagine new ways of making their involvement in this 
project profitable.  For example, responders may propose to other counties ideas for adding 
modules with additional functionality or offering customized installation of this system. We expect 
the successful responder for this project to hold just claim to great expertise and be well 
positioned to offer this service to others. 
 
Building and implementing STAR-±ƻǘŜϰ requires a wide range of skills. Therefore, we encourage 
responders to propose new kinds of coalitions, partnerships, and subcontractor relationships.  
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We realize that RFIs typically do not have such a detailed presentation of concepts, requirements, 
and specifications.  However, to maximize the success of this project; increase the amount of 
specific and substantive feedback we are pursuing; keep counties, election officials, activists, and 
academicians current on our intended direction; speed up the timeline for implementation; and 
help responders understand the depth and type of expertise needed, we have done our best to 
provide a clear vision of what we are seeking.  
 
We encourage responders to comment on any problems they see with the system as proposed 
and to make suggestions for improvements.  If alternative ideas, technologies, or workflows are 
submitted, we request that they be accompanied by a detailed explanation as to why they are an 
improvement. Proposed changes should not affect or appear to affect the basic goals of security, 
transparency, anonymity, verifiability, auditability, reliability, usability, accessibility, and 
affordability that are outlined in this RFI.  Additionally when recommending changes, responders 
must consider how any variation of these requirements creates or eliminates conflicts with the 
¦ƴƛǘŜŘ {ǘŀǘŜǎ 9ƭŜŎǘƛƻƴ !ǎǎƛǎǘŀƴŎŜ /ƻƳƳƛǎǎƛƻƴΩǎ ±ƻƭǳƴǘŀǊȅ ±ƻǘƛƴƎ {ȅǎǘŜƳ DǳƛŘŜƭƛƴŜǎ ό±±{G) or 
Texas laws and guidelines.  Suggestions that are made may be incorporated into the subsequent 
Request for Proposal (RFP). 
 
We will utilize responses to this request to identify and plan for resource requirements, including 
budget and personnel requirements, and for the replacement of application software and the 
supporting system software and hardware. We also will evaluate responses for technical, 
functional and procedural innovations that may be incorporated into a future Request for 
Proposal. We request the respondent  to provide an estimate or range of all costs associated with 
the project. These estimates are not binding and are not linked to any future proposals that may 
be submitted in response to any RFP.   
 
This Request for Information does not constitute a solicitation for bids or proposals and does 
not guarantee that any respondent will be awarded a contract. Travis County may develop 
requirements for issuance of a Request for Proposal (RFP), using information from responses 
to this RFI. Should Travis County elect to release an RFP following the evaluation of RFI 
responses, respondents to the RFI will be invited, but not required to participate in any 
subsequent processes. We do not require vendors to participate in the RFI process as a 
condition or prequalification relative to the future submission of an RFP. Should Travis County 
release an RFP, respondents to this solicitation will not be advantaged in the selection 
process by virtue of having submitted a response to the RFI. Submission of an RFI response is 
entirely voluntary and any and all costs of participation in this process will be the complete 
responsibility of the respondent. No contract will be awarded as a result of this RFI process. 

Travis County cautions responders that responses to this RFI will become public knowledge 
and that respondents should clearly indicate as proprietary any information provided that is 
of a proprietary nature.  

All vendors responding to this RFI will be placed on the mailing list for the Travis County STAR-
±ƻǘŜϰ system RFP, if an RFP is issued. 
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2 BACKGROUND ς HOW WE GOT HERE 

In 2002, Travis County moved from an aged optical-scan, central-count election system to the 
Hart Intercivic DRE and Ballot Now ballot-by-mail system.  This system has functioned well over 
the years, and the County currently utilizes 1,725 eSlate voting stations, 355 Disabled Accessibility 
Units, 461 Judges Booth Controllers, 30 Demo Units, and 3 Ballot Now stations that include 2 
high-speed scanners and 2 ballot printers.  

In preparation for the purchase of a new voting system, the Travis County Clerk convened a 
citizens group in 2009 to begin discussions regarding the type of voting system the community 
wanted for the future.  This group is comprised of around 45 members representing broad, 
diverse segments of the community.  A similar group was used around 1990 when the County 
moved from a punch-card system to optical scan and again around 2000 when the County 
adopted a DRE system. 

¢ƘŜ ¢ǊŀǾƛǎ /ƻǳƴǘȅ /ƭŜǊƪΩǎ 9ƭŜŎǘƛƻƴǎ {ǘǳŘȅ DǊƻǳǇ ǎǇŜƴǘ Ƴŀƴȅ ƘƻǳǊǎ ƭŜŀǊƴƛƴƎ ŀōƻǳǘ ǘƻǇƛŎǎ ǎǳŎƘ ŀǎΥ 

¶ The nuts and bolts of election administration;  

¶ How election systems function for By-Mail voting, Early Voting, Mobile Voting, Precinct-
Based Election Day Voting, and Vote Centers; 

¶ The challenges of current federal and state certification processes ς the extent to which 
they protect the voter, the extent to which they interfere with election integrity (e.g., by 
making effective audits unnecessarily difficult), and their effects on cost and 
competitiveness (they are costly, slow, and discourage innovation and market 
participation);  

¶ The problems associated with the current election system market including secretive 
programming and design methoŘǎΣ ǾŜƴŘƻǊǎΩ ǊŜǎǇƻƴǎŜǎ ƻŦ άǘǊǳǎǘ ƳŜέ ǘƻ ǘƘŜ ǇǳōƭƛŎ ǿƘŜƴ 
questions arise, disincentives in the market for vendors to update and improve their 
ŜǉǳƛǇƳŜƴǘΣ ǾŜƴŘƻǊǎΩ ŘŜŎƛǎƛƻƴǎ ǘƻ ƴƻǘ Ŧƻƭƭƻǿ ƻǘƘŜǊ ǘŜŎƘƴƻƭƻƎȅ ƳƻŘŜƭǎ ǿƘŜǊŜ ǇǊƛŎŜǎ 
decrease after a technology is in broader use or has become dated, and high maintenance 
charges that are required but yield little benefit; 

¶ The types of election problems and concerns encountered across the nation including 
security, court decisions, the difficulties of determining voter intent, and recounts;  

¶ Viewpoints from activists and academia on computer security, usability, and accessibility; 
and 

¶ The different types of voting systems that are available. 

The group also had in-depth discussions and demonstrations from vendors and users of DREs, 
voter-verifiable paper audit trail (VVPAT), optical scanning, digital scanning, and hand-count 
paper-ballot systems.  These discussions were followed by an analysis of the purchasing and 
operating costs of these systems. 

At the end of the process, the Study Group determined that Travis County would best be served 
by a system that uses an electronic count and paper ballots. They found that no system on the 
market meets the needs of Travis County, and they directed the Clerk to find a way to secure a 
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system that has the standards they find important and underrepresented in existing systems ς 
security; transparency; auditability; reliability; cost effectiveness; usability; accessibility; and use 
of high-quality, up-to-date software design with improved functionality. 

When the Travis County Clerk took up this challenge, she found that counties across the nation 
were facing similar circumstances.  To break through the gridlock that had election 
administrators, academics, and activists at odds with one another, she challenged these groups to 
work with her to craft the requirements for a new system that ŎƻǳƭŘ ōŜǎǘ ŀƴǎǿŜǊ ŜǾŜǊȅƻƴŜΩǎ 
concerns.   

The County Clerk received support from across the country and was especially honored that a 
professor at RicŜ ¦ƴƛǾŜǊǎƛǘȅΩǎ 5ŜǇŀǊǘƳŜƴǘ ƻŦ /ƻƳǇǳǘŜǊ {ŎƛŜƴŎŜΣ ŀƎǊŜŜŘ ǘƻ Ƨƻƛƴ ƘŜǊ ŜŦŦƻǊǘ ŀƴŘ 
garner the help of some of the ŎƻǳƴǘǊȅΩǎ Ƴƻǎǘ ǊŜǾŜǊŜŘ ŜȄǇŜǊǘǎ ƛƴ ŎƻƳǇǳǘŜǊ ǎŜŎǳǊƛǘȅΣ ǎǘŀǘƛǎǘƛŎǎΣ 
and usability.   

In long sessions with frequently rambunctious discussions, a group of election administrators, 
usability experts, and computer and statistical academicians came together to forge the idea of 
STAR-±ƻǘŜϰ.  A paper detailing the results of this effort was presented by the Rice University 
professor at the 2013 meeting combining the Electronic Voting Technology Workshop, the 
Workshop on Trustworthy Elections, and the USENIX Journal of Election Technology and Systems 
(EVT/WOTE/JETS).  A copy of that paper can be found in Appendix A or at: 

https://www.usenix.org/conference/evtwote13/workshop-program/presentation/bell 

As interest grew and specific requirements for STAR-±ƻǘŜϰ became more defined, other counties 
began serious inquiries about participating in the process. At this point, the County Clerk decided 
to create and issue an initial RFI for gaining input into the STAR-±ƻǘŜϰ concept and further 
determining a plan for development and implementation. 
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3 INFORMATION ABOUT TRAVIS COUNTY 

 

3.1 Demographics 

Austin, the State Capital, is located in Travis County.  Travis County is in central Texas and is just 
over 1000 square miles.  It has a population of over 1.063 million of which 623,000 are 
registered voters. Austin, the proud capital of Texas, covers a vast area of Travis County and is 
surrounded by numerous smaller cities, towns, villages, and unincorporated areas.  As a center 
ŦƻǊ ǘƘŜ {ǘŀǘŜΩǎ ƎƻǾŜǊƴƳŜƴǘŀƭ ŀŎǘƛǾƛǘȅΣ ǘƘŜ ŎƻƳƳǳƴƛǘȅ Ƙŀǎ ŀ ƘƛƎƘŜǊ-than-average interest and 
understanding of politics and election issues.   

Travis County is the home of the University of Texas and Austin Community College. The 
University of Texas has over 50,000 enrolled students and Austin Community College follows 
with an enrollment of 40,000.  Travis County is also home to other high quality learning 
institutions such as St. Edwards, Huston-Tillotson, and Concordia Universities. 

Austin and Travis County are growing rapidly. According to the Census Bureau, Austin had the 
fastest population growth in the United States in 2013. Surrounding cities within 30 miles of 
Austin just outside of Travis County (San Marcos, Cedar Park, etc.) ranked among the top most 
rapidly growing cities with populations of 50,000 or more. 

Travis County features a diverse population. The area has become a majority-minority city, 
where no ethnic or demographic group has a majority ƻŦ ǘƘŜ ǇƻǇǳƭŀǘƛƻƴΦ  !ǳǎǘƛƴΩǎ !ƴƎƭƻ 
ǇƻǇǳƭŀǘƛƻƴ ŘǊƻǇǇŜŘ ōŜƭƻǿ рл҈ ŀǊƻǳƴŘ нллрΦ  !ǳǎǘƛƴΩǎ ŎǳǊǊŜƴǘ IƛǎǇŀƴƛŎ ǇƻǇǳƭŀǘƛƻƴ ƛǎ ŀǊƻǳƴŘ 
ор҈Φ  DǊƻǿƛƴƎ ǘƘŜ Ƴƻǎǘ ǊŀǇƛŘƭȅ ƛǎ !ǳǎǘƛƴΩǎ !ǎƛŀƴ ǇƻǇǳƭŀǘƛƻƴΦ   Lƴ мффлΣ ƛǘ ǿŀǎ ŀǊƻǳƴŘ оΦо҈Σ ŀƴŘ ƛǘ 
now stands at around 6.5%.  It is important that all election related materials be offered in 
English and Spanish.  We anticipate that in the near future, an Asian language will need to be 
incorporated.  Delaying an immediate change is the uncertainty as to which Asian language(s) 
will best serve the voters. 

Travis County has a large number of young people. A 2014 report by the Community 
Advancement Network (CAN) reports that Travis County has a comparatively young population.   
About 76% of the population is over 18.  18% are between the ages of 25 to 34 and only about 
8% of the population is 65 years of age or older.   

Travis County has approximately 85,000 to 116,000 persons with disabilities.  Estimates of the 
number of people with disabilities in Travis County vary between studies. This may have to do 
ǿƛǘƘ Ƙƻǿ ǘƘŜ ǘŜǊƳ άŘƛǎŀōƭŜŘέ ƛǎ ƛƴǘŜǊǇǊŜǘŜŘΦ  {ƻƳŜ ǎƻǳǊŎŜǎ ǎƘƻǿ ǘƘŜǊŜ ŀǊŜ ŀōƻǳǘ урΣллл 
individuals; others estimate the number to be about 11% of the population.  Regardless of the 
ŜȄŀŎǘ Ŏƻǳƴǘ ƻǊ ŘŜŦƛƴƛǘƛƻƴΣ ǘƘŜ ¢ǊŀǾƛǎ /ƻǳƴǘȅ /ƭŜǊƪΩǎ hŦŦƛŎŜ Ƙŀǎ ŀ ƭƻƴƎ ƘƛǎǘƻǊȅ ƻŦ ŘƻƛƴƎ ǿƘŀǘŜǾŜǊ ƛǎ 
possible to provide accessible voting, create a voting experience that is the same or similar to 
that of everyone else, and give persons the right to a private vote. 
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3.2 Election Data 

Travis County has 247 election precincts and over 120 political subdivisions. County elections 
encompass federal, state, and local races.  In addition to County elections, the County Clerk 
offers election services to over 120 local jurisdictions including: 

¶ Cities;  

¶ A community college; 

¶ A transportation authority; and 

¶ School, utility, emergency service, library, and aquifer districts.   

The number of entities conducting an election on one date has varied from 2 to 35.  Entities 
often have boundaries that do not follow election precinct lines and create a situation called 
άǎǇƭƛǘ ǇǊŜŎƛƴŎǘǎΦέ  Lƴ ŀŘŘƛǘƛƻƴΣ entities may have at-large races and/or district races. Each precinct 
and its unique configuration of elections and races constitute a precinct/ballot style. As a result, 
the number of different precinct/ballot styles generated for one election date has ranged from 
250 to 850.  The length of a ballot varies dramatically.  Ballots in large elections have contained 
as many as 34 separate elections and included 154 races with 412 voter options. 

Turnout varies from 7.5 to more than 66 percent.  Turnout is affected by community interest in 
particular issues or races, however, general trends occur based on the type of election. National 
elections draw far more voters than primaries or local elections.  See the diagram at the end of 
this section for statistics on Primary and November elections. 

The Travis County Clerk conducts joint primaries for the Democratic and Republican Parties.  
Primary elections are held in March of even-numbered years with Primary runoffs occurring in 
May. At this time, only the Democratic and Republican Parties hold primary elections in Texas.  
Travis County runs joint primaries where both parties vote in the same location and share all 
voting system equipment.  

Texas voters do not register as members of a specific political party. They declare party 
affiliation when they arrive to vote in a primary election. Upon check-in at a polling location, a 
voter requests and votes a ballot for either the Democratic or Republican Party. The voter must 
vote in the same party if voting in the Primary runoff and may not crossover vote in the 
opposing parǘȅΩǎ ǊǳƴƻŦŦ ŜƭŜŎǘƛƻƴΦ  

Other political parties like the Green and Libertarian Parties conduct conventions to determine 
their candidates for the General Election.  A person who does not claim a political party can file 
as an independent candidate on the General Election ballot.  

Straight party voting is allowed.  Straight party voting is a ballot option in the November 
General election of even-ƴǳƳōŜǊŜŘ ȅŜŀǊǎΦ ±ƻǘƛƴƎ άǎǘǊŀƛƎƘǘ ǇŀǊǘȅέ ƛǎ ƴƻǘ ƳŀƴŘŀǘƻǊȅΣ ŀƴŘ ƛŦ ǘƘŜ 
Straight Party race is selected, the voter may remove or change selections in any races on the 
General ballot. 
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Some entities allow voters to select more than one candidate within a race.  While most races 
are determined by voting for one candidate or choice, some entities have races where voters 
can select two or more candidates or choices (for example, άǾƻǘŜ ŦƻǊ ƻƴŜΣ ǘǿƻΣ ƻǊ ǘƘǊŜŜ ƻŦ ǘƘŜ 
ŦƻƭƭƻǿƛƴƎ ŎŀƴŘƛŘŀǘŜǎέύΦ 

¢ƘŜ /ƭŜǊƪΩǎ 9ƭŜŎǘƛƻƴǎ 5ƛǾƛǎƛƻƴ ǳǎǳŀƭƭȅ ŎƻƴŘǳŎǘǎ ǘƘǊŜŜ ǘƻ ǎƛȄ ŜƭŜŎǘƛƻƴǎ ǇŜǊ ȅŜŀǊΦ  Odd-numbered 
years will likely consist of a May election with a possible June runoff and a November election.  
Even-numbered years likely consist of March Democratic and Republican primary elections with 
a possible May runoff, a May local election with a possible June runoff, and a November election 
with a possible December runoff.  Other special elections and an odd-year December runoff 
election are also possible.  

Certain voters can vote by mail.  Voters must qualify to vote by mail in Texas. Requirements for 
eligibility are that voters be: 

¶ 65 years of age or older; 

¶ Out of the county during the entire election period; 

¶ Sick or disabled; or 

¶ Confined in jail but eligible to vote.  

Uniformed service members, their families, and citizens residing outside of the United States are 
also eligible to vote using a Federal Post Card Application (FPCA).  

The volume of ballots voted by-mail in Travis County has been on the rise. The number of by-
mail ballots in the 2014 Gubernatorial Primaries increased by more than 192% from the 2010 
Gubernatorial Primaries (from 2,011 to 5,877). If this trend toward voting by-mail continues, the 
volume in the 2016 Presidential election could grow from 18,844 ballots voted and returned in 
2012 to more than 31,355.  

Texas law provides for the use of provisional and limited ballots.  Both these instances require 
election workers to follow special procedures and for voting equipment to accommodate these 
unique situations. Provisional voting (Section 63.011 of the Texas Election Code) allows a voter 
whose name does not appear on the list of registered voters (due to possible administrative 
error) to vote.  Provisional ballots are kept separate from the regular ballots until a review of the 
ǾƻǘŜǊΩǎ ǊŜŎƻǊŘǎ Ŏŀƴ ōŜ ǇŜǊŦƻǊƳŜŘΦ  [ƛƳƛǘŜŘ ōŀƭƭƻǘǎ (Chapter 112 of the Texas Election Code) are 
only issued when a voter has moved to a new county and has not re-registered.  A ballot must 
be created to provide the federal, statewide, and local district races that are similar between the 
ǾƻǘŜǊΩǎ ƴŜǿ ŀƴŘ ƻƭŘ ŎƻǳƴǘȅΦ  

Early Voting is popular. Early Voting for each election typically runs 9 ς 12 days, with 40% - 60% 
of ballots cast during this period, although this figure has been as high as 75%. The County runs 
25 to 35 Early and Mobile Voting locations.  Great effort is made to place these locations in areas 
of convenience and high foot traffic such as retail stores, mobile buildings and lobby areas.  This 
sometimes creates logistical challenges with small or oddly shaped spaces, sparse electricity, and 
unreliable network connections.   
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The County currently employs numerous security measures and plans to adapt and apply these 
to the ƴŜǿ ǎȅǎǘŜƳΦ  CƻǊ ŜȄŀƳǇƭŜΣ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘ ƻŦŦƛŎƛŀƭǎ ŘŜƭƛǾŜǊ ǘƘŜ άŜƭŜŎǘǊƻƴƛŎ ōŀƭƭƻǘ ōƻȄŜǎέ 
to a secured area each night and return them to the polling locations the next morning.   

Travis County offers Election Day Vote Centers but must maintain the ability to conduct 
precinct voting.  In November 2011, the County began using Vote Centers on Election Day.  Vote 
Centers have proven to be highly appreciated by voters, but the County also must be prepared 
to provide traditional precinct voting elections.   

Unlike precinct voting where voters must vote only in their precinct, Vote Centers give any 
eligible Travis County voter the ability to vote at any polling location in Travis County on Election 
Day.  Every polling location has every ballot style available for use.  In a countywide election, 
approximately 190 to 210 polling locations are utilized.  These polling locations typically have 3 
to 20 voting stations.  Large elections may sometimes necessitate the use of άaŜƎŀ ǎƛǘŜǎέ that 
offer 20 to 50 voting stations. 

The infrastructure and technology that makes Vote Centers possible is the internet connection 
ǇƻƭƭƛƴƎ ƭƻŎŀǘƛƻƴǎ ƘŀǾŜ ǘƻ ¢ǊŀǾƛǎ /ƻǳƴǘȅΩǎ ±ƻǘŜǊ wŜƎƛǎǘǊŀǘƛƻƴ {ȅǎǘŜƳ through a Voter Check-In 
Station that is independent from the voting system.  Therefore, Election Day operates similarly 
to Early Voting in that polling locations continuously give and receive live updates of information 
to the Voter Registration System.  This allows voters the convenience of voting at any polling 
location and the security to prevent persons from casting a vote in more than one place on 
Election Day. 

On Election Night, judges are required to bring equipment and election materials to a 
Receiving Substation.  Travis County currently uses four to five Receiving Substations.  After the 
materials are checked in at the substations, law enforcement officials continuously deliver the 
electronic media with the tabulation information to the Central Counting Station. Currently, no 
electronic transmission of election result data occurs between the polling locations, Substations 
and the Central Counting Station.  (However, STAR-±ƻǘŜϰ provides additional checks and 
balances by utilizing both electronic and physical delivery of this data.  Data transmission is done 
on systems separate from the STAR-±ƻǘŜϰ voting and tabulations modules.)  

Many laws and mandates dictate the conduct of elections.  There are many complex laws and 
requirements that pertain to voting.  Most relating to this RFI can be found in federal laws; Texas 
law and Attorney General opinions; guidelines and advisories set forth by the Texas Secretary of 
State; local charters; and procedures written by the Travis County Clerk. 
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Travis County Election Turnout Statistics 
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4 GENERAL INFORMATION FOR RESPONDERS 
 

4.1 Developing a New Business Structure 

In developing a working relationship for this project, our goals include protecting the 
integrity of STAR-±ƻǘŜϰΤ ǊŜŘǳŎƛƴƎ ǘƘŜ ƴŜŜŘ ŦƻǊ ¢ǊŀǾƛǎ /ƻǳƴǘȅ ǘƻ ǎƻƭŜƭȅ ŎƻǾŜǊ ǘƘŜ Ŏƻǎǘ ƻŦ 
developing this system; providing a structure that encourages system and software 
openness, development of new ideas, and analyzed improvements; and offering STAR-
±ƻǘŜϰ ǘƻ ƻǘƘŜǊ ŜƴǘƛǘƛŜǎ ŀǘ ŀ ƭƻǿ ŎƻǎǘΦ  

At the writing of this RFI, our belief is that the best way to meet these goals is for Travis 
County (or a consortium of other STAR-±ƻǘŜϰ ŎƻǳƴǘƛŜǎύ ǘƻ ǊŜǘŀƛƴ ŀƭƭ ƛƴǘŜƭƭŜŎǘǳŀƭ ǇǊƻǇŜǊǘȅ 
and proprietary rights in and to the STAR-±ƻǘŜϰ ǎȅǎǘŜƳ ŀƴŘ ŀƭƭ ƭŜƎŀƭƭȅ ǇǊƻǘŜŎǘŀōƭŜ 
elements and components of it.  

In this scenario:  

¶ Travis County (and/or a consortium) would own the copyright and all other IP rights 
(patents, trademarks, etc.) with the vendor disclaiming any of their prior patent (or 
other IP) coverage over STAR-±ƻǘŜϰ;  
 

¶ Vendors would be contracted to provide services under a work-for-hire 
arrangement; 

 

¶ Source code for all modules would be published, but usage rights for actual elections 
as well as derivative rights (as in using the code to create a derivative voting system) 
would be controlled by Travis County (and/or consortium) with a view toward 
ultimately releasing usage and derivatiǾŜ ǊƛƎƘǘǎ ǳƴŘŜǊ ŀ άǎǳƛǘŀōƭŜέ όŀǎ ŘŜǘŜǊƳƛƴŜŘ ōȅ 
Travis County and/or consortium) open source license that would allow and 
encourage preparation of third-party derivative work, recognizing that voting 
systems must be state and federally certified;  

 

¶ Source code for specific modules relating to third-party verification of the public 
bulletin board and related published election artifacts would be published under a 
"suitable" (as determined by Travis County and/or consortium) open source license; 
and 

 
¶ During the period in which usage and derivative rights are retained by Travis County 

(and/or consortium), Travis County (and/or consortium) will commit to licensing all 
elements of STAR-Vote on a Reasonable and Non-Discriminatory (RAND) basis. 
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However, we understand that this method of developing and implementing a voting 
system is new, therefore, for this RFI process, we are eager and open to other 
collaborative ideas that vendors wish to propose that would help us reach our objectives. 

 

4.2 Ownership of and Rights to Data Generated by STAR-±ƻǘŜϰ System  

Travis County will own all data generated or produced by the STAR-±ƻǘŜϰ ǎȅǎǘŜƳΣ ƻǊ ŀƴȅ 
element of it, when it is used by Travis County, regardless of the nature or form of the 
data and regardless of the medium in which the data are generated or produced.  Upon 
their creation, the data will automatically become the sole and exclusive property of 
Travis County without limitation or restriction of any kind and regardless of whether the 
data are legally protectable as confidential or proprietary.   

 

4.3 Terms and Acronyms 

The term ά!ŘƳƛƴƛǎǘǊŀǘƻǊέ refers to a county election official responsible for conducting 
elections and implementing and using STAR-±ƻǘŜϰ. 

Any requirements and specifications indicated ōȅ ǘƘŜ ǿƻǊŘ άƳǳǎǘέ ƻǊ άǎƘŀƭƭΣέ ǿƛƭƭ ōŜ Ŧǳƭƭȅ 
implemented by any successful proposal. Those constraints or limitations indicated by 
άƳǳǎǘ ƴƻǘΣέ ƻǊ άƳŀȅ ƴƻǘέ ǿƛƭƭ ƴƻǘ ōŜ ƛƴŎƭǳŘŜŘ ƛƴ ŀ ǎǳŎŎŜǎǎŦǳƭ ǇǊƻǇƻǎŀƭΦ ¢ƘƻǎŜ 
ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎ ƛƴŘƛŎŀǘŜŘ ōȅ άǎƘƻǳƭŘΣέ άǇǊŜŦŜǊǊŜŘΣέ ƻǊ άƛŘŜŀƭƭȅέ ǊŜǇǊŜǎŜƴǘ 
preferred elements or guidelines for how the designers of this specification envision its 
realization, but are intended to leave flexibility in its ultimate form. 

A Glossary is provided at the end of this document to assist in clarifying terms used in this 
RFI. 

Frequently used acronyms include: 

Acc-VS  Accessible Voting Station 
BCS  Ballot Control Station 
BBM Ballot-By-Mail  
CSS  Cascading Sheet Style 
COTS Commercial Off-the-Shelf 
ED  Election Day 
EDF  Election Definition File 
EML  Election Markup Language 
ENR  Election Night Return Internet System 
EVBB  Early Voting Ballot Board 
EV  Early Voting 
EVR Electronic Vote Record 
FPCA Federal Post Card Application 
L & A  Logic and Accuracy Testing 
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MID Machine Identifier 
NIZK  Non-Interactive Zero-Knowledge 
PCID  Page Casting Identifier 
PID  Page Identifier 
PVR Printed Vote Record 
RAND  Reasonable and Non-Discriminatory 
SOR Statement of Residency 
SOS  Texas Secretary of State 
TEC  Texas Election Code 
UOCAVA  Uniformed and Overseas Citizens Absentee Voting Act 
UUID Universally Unique Identifier 
VR  Voter Registration 
VEBD  Voter Editable Ballot Device 
VEBD-A  Voter Editable Ballot Device (Audio) 
VVSG  Voluntary Voting System Guidelines 
XML Extensible Markup Language 
 

4.4 Voter Registration Data 

Lƴ ¢ǊŀǾƛǎ /ƻǳƴǘȅΣ ǘƘŜ /ƻǳƴǘȅ /ƭŜǊƪΩǎ 9ƭŜŎǘƛƻƴǎ 5ƛǾƛǎƛƻƴ ŎƻƴŘǳŎǘǎ ŜƭŜŎǘƛƻƴǎ ŀƴŘ ǘƘŜ ¢ŀȄ 
Assessor-/ƻƭƭŜŎǘƻǊΩǎ ±ƻǘŜǊ wŜƎƛǎǘǊŀǘƛƻƴ hŦŦƛŎŜ Ƴŀƛƴǘŀƛƴǎ ǘƘŜ ǾƻǘŜǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ǎȅǎǘŜƳ ŀƴŘ 
its data.  The Tax Assessor-/ƻƭƭŜŎǘƻǊΩǎ ±ƻǘŜǊ wŜƎƛǎǘǊŀǘƛƻƴ hŦfice uses a system called 
EZVote that was designed by and is supported by Hamer Enterprises of Texas.  EZVote 
takes the GIS data of all county districts and compiles the district information into unique 
ballot combinations.  There are instances throughout this RFI where information must be 
communicated between the Voter Registration System and STAR-±ƻǘŜϰ modules.  Other 
counties using STAR-±ƻǘŜϰ will have their own individual relationship to the voter 
registration data. 

 

4.5 ¢ǊŀǾƛǎ /ƻǳƴǘȅΩǎ 9ƭŜŎǘƛƻƴ bƛƎƘǘ wŜǘǳǊn System (ENR) 

The Travis County Clerk uses a real-time election reporting system that was designed by 
ǘƘŜ ¢ǊŀǾƛǎ /ƻǳƴǘȅ /ƭŜǊƪΩǎ hŦŦƛŎŜ ŀƴŘ ŘŜǾŜƭƻǇŜŘ ōȅ IŀƳŜǊ 9ƴǘŜǊǇǊƛǎŜǎΦ  Lǘ ƛǎ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ 
the Election Night Reporting System or ENR.  This public tool uses statistics, maps, and 
graphics to display voter turnout and cumulative and precinct-by-precinct election results. 
ENR provides these results throughout Election Night, reports updates and the final 
canvass, and archives past election results for interactive viewing. This tool allows the 
public to create and produce customizable, downloadable reports in a variety of formats.  

!ǘ ǘƘƛǎ ǘƛƳŜΣ ǘƘŜ /ƭŜǊƪΩǎ hŦŦƛŎŜ ƳŀƴŀƎŜǎ 9bw ǿƛǘƘƛƴ ƛǘǎ ƻǿƴ ŎƭƻǳŘ ŀǘ ŀƴ ƻŦŦ-site hosting 
company using a site-to-site VPN tunnel.  This solution is subject to change and any 
proposed system must be able to operate within premise on-site hosting or off-site with a 
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hosting provider.  Respondents to this RFI may submit alternative recommendations for 
consideration. 

¢ƘŜ ǎȅǎǘŜƳ ŘŜǾŜƭƻǇŜŘ ōȅ ǘƘƛǎ wCL Ƴǳǎǘ ōŜ ŀōƭŜ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ /ƻǳƴǘȅΩǎ 9bw ǿƛǘƘ ǊŜŀƭ-
time, continuously-updated election data and final official results in a means and format 
ǘƘŀǘ ƻǇŜǊŀǘŜǎ ǊŀǇƛŘƭȅ ŀƴŘ ǎŜŀƳƭŜǎǎƭȅ ŦƻǊ ǘƘŜ ǇǳōƭƛŎΩǎ ǳǎŜΦ    

The Travis County ENR site is at www.traviselectionresults.com. 
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4.6 Red Team Assurance 

±ŜƴŘƻǊǎ ǊŜǎǇƻƴŘƛƴƎ ǘƻ ǘƘƛǎ ǇǊƻǇƻǎŀƭ Ƴǳǎǘ ŀƎǊŜŜ ǘƻ ǘƘŜ ǳǎŜ ƻŦ ŀ άwŜŘ ¢ŜŀƳΦέ  ¢ƘŜ wŜŘ 
Team is a group of experts independently selected by Travis County.  The vendor will not 
participate in the selection of the team members.  The Red Team tests the effectiveness 
ƻŦ ǘƘŜ ǎȅǎǘŜƳǎΩ ǎŜŎǳǊƛǘȅ ŀƴŘ ŎƻƴǘǊƻƭǎΣ ƛŘŜƴǘƛŦƛŜǎ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎΣ ŀƴŘ ǊŜŎƻƳƳŜƴŘǎ ŎƘŀƴƎŜǎ 
to reduce risks. Discussions in the RFP process will determine how the vendor and the Red 
Team interact and the schedule to be used.  Any disputes between the Red Team and the 
vendor are adjudicated by Travis County.     

 

4.7 Use of Current and Commercially Available Hardware and Software 

Proposals must incorporate a plan for the predominant use of commercial off-the-shelf 
hardware and associated software.  Commercial off-the-shelf (COTS) hardware and 
software are products not requiring custom development before installation and that are 
generally available and user friendly.   

The proposed hardware must be current-generation off-the-shelf hardware that 
maximizes security, ease-of-use, function, flexibility, reliability, and portability. 

The design must also assume and plan for ways to adopt and adapt to continuously 
improving technology.  Since future COTS platforms will have new hardware and software 
features that cannot be completely anticipated, the Vendor may want to propose, as part 
of an ongoing maintenance contract, fees and services for porting and otherwise updating 
STAR to operate with new COTS devices as they arise.    

It is expected that some elements, such as the ballot box scanners, may be best served 
with non-COTS hardware.  If a Vendor proposes hardware that is not COTS, a specific 
justification must be provided that explains why a non-COTS solution is required, a 
breakdown of the components of the recommended hardware with notations by the parts 
within it that are COTS, and an outline as to how the price for this customized hardware 
was derived.  Additional information regarding warranties, replacement, and cost may be 
requested if a solution requires COTS equipment to be located inside of or attached to a 
non-COTS structure.   

The proposed solutions must provide information if any equipment and/or related 
furniture, components, etc. do not meet VVSG or accessibility requirements. 

 

4.8 Recommendation for Use of Thermal Printers 

¢ǊŀǾƛǎ /ƻǳƴǘȅΩǎ ǊŜǎŜŀǊŎƘ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜǊƳŀƭ ǇǊƛƴǘŜǊǎ ƛƴ ǘƘŜ ǇƻƭƭƛƴƎ ƭƻŎŀǘƛƻƴ ǇǊƻǾƛŘŜ ǘƘŜ 
best solution, and their use is described throughout this RFI.  Thermal printers: 

¶ Are small and lightweight; 
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¶ Print at an acceptable rate of speed; 

¶ Do not rely on ink cartridges or toner; 

¶ Produce clear, readable, crisp, dark text; 

¶ Are able to run for long periods of time on battery power; 

¶ Are less expensive to purchase, maintain, and operate; and 

¶ Can last longer with frequent handling than other types of printers. 

Our information shows that relatively new types of high-quality thermal paper can 
withstand reasonably high levels of heat and UV rays and maintain its quality for at least 
two years (the required retention period).   

Vendors should consider the potential weather conditions in Texas when proposing 
hardware and consumables.   

Sheet fed thermal paper is preferred to continuous feed paper due to usability 
considerations, such as reloading, user tear-off errors, misfeeds, and alignment issues. 

Alternatives to thermal printers will be considered if the proposal demonstrates that 
requirements can be met and costs are reasonable. 

 

4.9 Accessibility is a Priority  

Giving all voters the right to vote using the same voting device is an important principle 
that drives the design of the STAR-±ƻǘŜϰ system. Creativity and ideas based on the latest 
technology and philosophies are encouraged. 

There are many outstanding resources on this topic, for example:    

¶ Georgia Tech Research Institute:  The Information Technology and Innovation 
Foundation Accessible Voting Technology Initiative Working Paper Series #7 
(http://elections.itif.org/wp-content/uploads/AVTI-017-GTRI-VSAPEval-2013.pdf) 
 

¶ Numerous papers provided by the Caltech/MIT Voting Technology Project 
 (http://vo te.caltech.edu/wparchive) 
 

¶ Work being done by the Los Angeles County Clerk 
(http://apps1.lavote.net/voter/VSAP/) 

 

¶ Wƛƭƭ tƛƴŜǊΩǎ ŘƛǎǎŜǊǘŀǘƛƻƴ ƻƴ ŘŜǎƛƎƴ ƻŦ ŀƴ ŀŎŎŜǎǎƛōƭŜ ŀǳŘƛƻ ǾƻǘƛƴƎ ǎȅǎǘŜƳ 
(http://chil.rice.edu/gpiner/PinerDissertation.pdf) 

 

4.10 Voluntary Voting System Guidelines Compliance 

http://elections.itif.org/wp-content/uploads/AVTI-017-GTRI-VSAPEval-2013.pdf
http://vote.caltech.edu/wparchive
http://apps1.lavote.net/voter/VSAP/
http://chil.rice.edu/gpiner/PinerDissertation.pdf


RFI # 1505-003-LC 
 

© 2015 Travis County, Texas  23 

Any system proposed to fulfill this RFI must fully comply with all elements of the 2012 
Draft VVSG pertaining to voter interaction and accessibility, except for those items listed 
in Appendix B as incompatible with STAR-±ƻǘŜϰ.  In addition, the successful proposal 
must comply with all aspects of the 2005 VVSG 1.0, except in such places as discussed in 
Appendix B as not being compatible with STAR-±ƻǘŜϰ. 

Unless otherwise specified herein, all references to the Voluntary Voting System 
Guidelines (VVSG) refer tƻ ǘƘŜ ±±{D мΦмΣ ǘƘŜ нлмн ŘǊŀŦǘ ǊŜǾƛǎƛƻƴΦ !ǘ ǘƘŜ ǘƛƳŜ ƻŦ ǘƘƛǎ wCLΩǎ 
writing, a copy of the 2012 VVSG revision could be found at: 

http://www.eac.gov/assets/1/Documents/VVSG%20Version%201.1%20Volume%201%2
0Public%20Comment%20Version-8.31.2012.pdf 

This should be the VVSG Version 1.1 Draft dated 8/31/2012 ς if the document is not 
available or does not match that version or date please contact 
Lori.Clyde@traviscountytx.gov for a copy of the correct document. 

Should a newer version of the VVSG become available, the vendor must continue to 
function within the guidelines of the 2012 draft referenced above unless instructions are 
issued from Travis County to the contrary. If the vendor believes that some aspect of this 
document is in conflict with VVSG recommendations, this document takes precedence, 
but please notify Travis County of the conflict so that it may be considered and the RFI can 
be amended if necessary.  

 

4.11 Texas Election Law and Secretary of State Voting System Guidelines    

Any system proposed to fulfill this RFI must fully comply with all elements of Texas law as 
well as any advisories and requirements set forth by the Texas Secretary of State, except 
for those items listed in the Gap Analysis in the Appendix C as incompatible with STAR-
±ƻǘŜϰ. 

 

4.12 Reference Implementation 
 
A reference implementation of some of the core ideas, workflows, and technologies 
described in this document has been created by researchers at Rice University, and is 
available for review.  While reviewing this reference implementation is encouraged, 
please note that due to license restrictions on the reference implementation, the final 
STAR-±ƻǘŜϰ product may in no way use or build upon code in this reference 
implementation. 
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5 REQUIREMENTS FOR RFI RESPONSES 
 

While this document has an extensive list of requirements, it leaves open countless 
possibilities for how they can be rendered.  Therefore, vendors must bear in mind that the 
requirements set forth in this RFI are based on specifications currently envisioned.  We 
assume modifications, adjustments, or additions may be required. We assume new and 
even greater ideas can be imagined.  Therefore, vendors should use the descriptions of the 
new system as a general guide, not as an exhaustive or fixed list of specifications.  Vendors 
are encouraged to discuss any requirements, features, or services that such vendors believe 
are necessary or advisable, in addition to or in lieu of, those specifically identified in the RFI.    

Vendors are asked to submit the following information: 

 

5.1 Information About Your Organization(s) 

5.1.1 Please provide us with a profile of your organization or the group of 
organizations who are working together to respond to this RFI. 

5.1.2 What previous experiences have you had with large-scale, complicated, high 
profile, low-risk-tolerance projects like the one we are proposing?  Please be 
sure to highlight your experience, if any, with project management; 
accessibility provisions; state and federal certification requirements, software 
development and programming; business analysis; system analysis; 
information/cyber security and cryptography; mobile application development; 
web development; network engineering; database administration; 
implementing virtual and parallel environments for testing; and human factors.  
Are any of these experiences associated with government projects or 
specifically with elections?  

5.1.3 What type of team would you bring together to accomplish this project?  

5.1.4 Please expand on the experience and skills your team members would have in 
designing, programming, and implementing cryptographic solutions. 

 

5.2 Travis County Resource Requirements 

Based on your experience with other projects, what kind of internal resources and skill 
sets do you anticipate Travis County would need to provide during each phase of this 
project?  What about after the project goes live?  

 

5.3 System and Software Information 



RFI # 1505-003-LC 
 

© 2015 Travis County, Texas  25 

5.3.1 Describe the various technologies you envision would be used during the 
development of: programming language(s)/software libraries; test 
frameworks; algorithms (where unusual or important to your design, including 
the selected cryptographic algorithms); and software backend for web-services 
and any implied hosting requirements. 

5.3.2 Describe your approach to system and software design.  

5.3.3 How would you manage version control and documentation? 

5.3.4 What development tools and methodologies would you use to ensure this 
project is engineered using best practices and that the resulting system is 
secure, robust, and scalable?   

5.3.5 What methods would you recommend for formulating, executing, and 
evaluating interim and comprehensive test plans to ensure that all 
development is complete and functional?  How would you incorporate high-
level testing approaches? Would you rely on virtual or real life test 
environments? 

5.3.6 What type of strategies would you use to manage the transition from a test 
environment to a production environment? 

5.3.7 What type of a structure would you suggest for providing on-going support, 
maintenance, and upgrades to the system? 

 

5.4 Project Management and Communication 

5.4.1 Based on the information provided, please provide a rough timeline indicating 
how you would set up the different stages of this project, how long you think 
each stage would take, and how they would overlap. 

5.4.2 Please describe the strategies you would use to ensure this project stays on 
track, on time, and on budget.  How would you ensure each step is being 
completed and properly tested for quality assurance? 

5.4.3 What approaches would you take to maintain thorough and positive 
communications among all parties involved in this project?  How would you 
recommend resolving problems? 

5.4.4 Describe how changes and modifications to requirements would be managed.  
How would you manage unforeseen events? 

5.4.5 How would you envision working with the Red Team?  How would you envision 
working with an outside quality assurance team?  

5.4.6 What pitfalls, challenges, and opportunities do you think might occur with this 
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project? 
 

5.5 Partnering Structures 

5.5.1 What strategy would you recommend if another Texas county wants to 
become a user of STAR-±ƻǘŜϰ as soon as possible? 

5.5.2 What possibilities do you see in an environment where Travis County (or a 
Consortium of counties) owns, controls, and licenses the source code for STAR-
±ƻǘŜϰ and gives vendors a profitable environment where they can offer 
products (such as additional modules or services such as customization of 
software), implementation management, and ongoing support to counties.  

5.5.3 Do you have any other suggestions of how this project could be structured? 
 

5.6 Making STAR-±ƻǘŜϰ Better  

5.6.1 What recommendations do you have to improve the accuracy, security, 
transparency, anonymity, verifiability, auditability, reliability, affordability, 
usability, or accessibility of this system? 

5.6.2 What recommendations do you have to enhance usability for the voter, voters 
with accessibility needs, poll workers, and Election Administrators? 

5.6.3 What ideas can you offer that would make this system even easier and more 
affordable for other counties and states to use and adapt to their particular 
laws and practices. 

5.6.4 Do you have any other ideas of what we could do to improve the requirements 
for STAR-±ƻǘŜϰ?  

 

5.7 Why is Your Organization a Good Match for STAR-±ƻǘŜϰ? 

5.7.1 Why is this project of interest to you? 

5.7.2 What would drive you and the other participants to make certain this project is 
a success? 

5.7.3 Why should Travis County (or a consortium of counties) put their trust in you 
to complete a project of such importance? 
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6 AN OVERVIEW OF THE STAR-±h¢9ϰ SYSTEM 

The following is a brief description of how we imagine STAR-±ƻǘŜϰ functioning in practical 
application.  Our goal is to ƎƛǾŜ ǾŜƴŘƻǊǎ ŀƴ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ¢ǊŀǾƛǎ /ƻǳƴǘȅΩǎ ŎǳǊǊŜƴǘ 
elections processes and provide a narrative of our overall vision of a new system. While we 
have given this description great thought, Travis County is open to suggestions for 
improving this design.   

 

6.1 Before the Election 

The STAR-±ƻǘŜϰ Election Definition module collects data from the different governmental 
and political entities contracting with the Administrator for the conduct of their elections.  
These entities have ŀŎŎŜǎǎ ǘƻ ŀ ǎƛǘŜ ǿƘŜǊŜ ǘƘŜȅ Ŏŀƴ ŎƻƴŦƛǊƳ ǘƘŜ ǾƻǘŜǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ǎȅǎǘŜƳΩǎ 
district/precinct information for their jurisdiction and utilize templates to input ballot text 
and audio information.  The module uses this information to build ŜŀŎƘ ŜƴǘƛǘȅΩǎ ballot and 
produces approximations of how the ballot will look and sound.   

The entities review this information and have the option of emailing candidates and 
representatives of propositions or issues to confirm the spelling of names, proposition 
text, and corresponding audio representations.  The Administrator compiles all of the 
information into a master ballot and returns it (and other election data) to the 
participants for a formal review and sign off.   

This STAR-±ƻǘŜϰ module uses district/precinct information from the voter registration 
database and the ballot information provided by the entities to create ballot styles.   After 
everything has been carefully proofed, reviewed, and formally accepted, the 
Administrator generates the Election Definition File and exports it to a CD or other secure 
data distribution medium. 

The Administrator loads the Election Definition File into the STAR-±ƻǘŜϰ Voting and 
Tabulation Modules and then onto the computers, Ballot Control Stations, and Voting 
Stations to be used in testing.  On a separate computer, the Test Data Generator prepares 
sets of trial data for extensively testing the hardware, software, and ballot programming.  
This includes testing for all in-person and by-mail voting scenarios. When testing is 
complete with 100% accuracy, ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ staff downloads the Elections 
Definition File to the remaining equipment and prepares it for deployment.  

Before Early Voting, Voting Stations are delivered to and secured at the polling places. 
Election Judges pick up the Ballot Control Stations and other election materials before 
voting begins.  At the end of each day of the Early Voting period, a team of law 
enforcement officials picks up the Ballot Control Stations and transports them back to a 
secured area in the !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ Office.  In the morning, these officers return and 
transport the Ballot Control Stations back out to the Early Voting locations. 
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Prior to Election Day, the Voting Stations are delivered to and secured at the polling 
locations.  Election Judges pick up the Ballot Control Stations and election materials a day 
or more before Election Day.  On Election Day, Judges arrive at the polls with the Ballot 
Control Stations, connect and test all devices, complete setup of the locations, and begin 
processing voters at 7:00 a.m.   

 

6.2 In-Person Early Voting and Election Day Polling Locations  

Each polling location has at least one Voter Check-In Station, at least one Ballot Controller 
Station (BCS), at least one Voting Station, Audio Ballot Reader(s), and at least one Ballot 
Box/Scanner.  The BCS, Voting Stations, and the Ballot Box/Scanner are networked 
together via a standard Ethernet wired network so that they can communicate with one 
another.  The number of devices in a polling location is dependent upon the estimated 
number of voters, the space limitations of the facility, and the number of Voting Stations 
that can be safely networked to a BCS.  (Please note that Early Voting equipment is rarely 
reused on Election Day.) 

Voter Check-In Station:  This system qualifies and checks in each voter.  When the voter 
leaves the Voter Check-In Station, he or she receives a slip of paper called the Ballot Style 
Token that contŀƛƴǎ ŀ ōŀǊŎƻŘŜ ƻŦ ǘƘŜ ǾƻǘŜǊΩǎ ōŀƭƭƻǘ ǎǘȅƭŜΦ  ¢Ƙƛǎ ƛǎ ŀ ǎŜǇŀǊŀǘŜ ǎȅǎǘŜƳ ŦǊƻƳ 
STAR-±ƻǘŜϰ, and it is not a part of this RFI.   

Ballot Control Station (BCS):  The BCS is the control center for the polling place.  When a 
voter presents a Ballot Style Token at the BCS, it scans the TokenΩǎ ōŀƭƭƻǘ ǎǘȅƭŜ ōŀǊŎƻŘŜ 
and generates a 5-digit passcode called a Voting Ticket. This station also manages 
provisional and spoiled/challenged ballots, monitors connections and activities of the 
Voting Stations, stores encrypted coǇƛŜǎ ƻŦ ŀƭƭ ǾƻǘŜǊ ǎŜƭŜŎǘƛƻƴǎΣ ŀƴŘ ǾŀƭƛŘŀǘŜǎ ǾƻǘŜǊǎΩ 
records as they are placed into the Ballot Box/  Scanner.  The BCS at the main Early Voting 
location also creates Limited Ballots. 

Voting Stations:  Voters make ballot selections on Voting Stations either by using a touch-
screen or an accessibility-enabling device.  After the voter reviews a summary screen and 
confirms ballot choices, the system creates an encrypted Electronic Vote Record (EVR).  
The Voting Station then prints two documents.  The first is a printed record of the voterΩǎ 
choices with a barcode identifier.  This is called the Printed Vote Record (PVR).  The 
second is a printed Receipt that the voter keeps for reference, and which is printed in such 
order that, when picked up by the voter, it will be on top of the PVR for privacy.  In 
addition to the information resident on each Voting Station, every Voting Station stores 
the data from all other Voting Stations, BCSs, and Ballot Box/Scanners connected to it.  

Ballot Box/Scanner:  A Ballot Box/Scanner is a barcode scanner with a paper feeder 
affixed to a ballot box.  The voter takes his or her printed summary of choices (the PVR) 
and feeds it through the scanner. This scanner reads only the barcode identifier on the 
PVR.  It does noǘ ǊŜŀŘ ǘƘŜ ŎƻƴǘŜƴǘ ƻŦ ǘƘŜ ǾƻǘŜǊΩǎ ŎƘƻƛŎŜǎ. Once the Ballot Box/Scanner 
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successfully reads the PVR barcode, it relays a message to the BCS to consider the related 
EVR as cast.  The BCS returns a message to the Ballot Box/Scanner indicating either to 
accept or reject the PVR.  If accepted, the paper feeder advances and the PVR drops into a 
secure ballot box.  If rejected, the BCS indicates the reason for the rejection and notifies 
the Ballot Box/Scanner to eject the PVR. 

Audio Ballot Readers:  This is not to be confused with the headset that may be used 
directly on a Voting Station to read instructions and ballot choices to a voter.  Instead, this 
allows a voter with visual challenges a separate and independent method of reviewing 
PVR content before feeding the PVR into the Ballot Box/Scanner.  Audio Ballot Readers 
are independent stations that are not connected to the Voting Stations, but can be part of 
a Voting Station setup.  An Audio Ballot Reader scans the PVR text and utilizes a headset 
to audibly read the PVR content to the voter.  This is an optional step for the voter, but it 
gives a person with a visual impairment the same opportunity any sighted voter would 
have to verify the electronically printed ballot choices before the vote is cast. 

 

6.3 How a Voter Moves Through the Polling Place 

CǊƻƳ ǘƘŜ ǾƻǘŜǊΩǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΣ ǘƘŜ ǇǊƻŎŜǎǎ Ŏŀƴ ōŜ ŀŎŎƻƳǇƭƛǎƘŜŘ ƛƴ ŦƻǳǊ ǎǘŜǇǎΥ  

 

 

Here is a more detailed explanation of the dynamics at work: 

Step 1:  The voter checks in with a poll worker.  The poll worker uses the Voter Check-In 
Station (not a part of this RFI) to confirm the voter is properly registered and determine 
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ǘƘŜ ǾƻǘŜǊΩǎ ǇǊŜŎƛƴŎǘΦ   ¢ƘŜ ±ƻǘŜǊ Check-In Station then generates a piece of paper called 
the Ballot Style Token that contains an alpha-numeric and 1-D barcode representation of 
the appropriate ballot style. See Appendix D for current samples of Ballot Style Tokens. 

LŦ ǘƘŜ ǾƻǘŜǊΩǎ ǊŜƎƛǎǘǊŀǘƛƻƴ Ŏŀƴƴƻǘ ōŜ ǾŜǊƛŬŜŘΣ the voter provides the poll worker with 
required information, and the poll worker gives the voter a Ballot Style Token that 
indicates both the proper ballot style and the provisional status of the ballot (Texas 
Election Code 63.011). Nothing on this token is secret, nor is the ballot style unique to any 
individual voter. 

If a voter has moved to Travis County from a different Texas county but has not yet 
registered to vote in Travis County, that voter is eligible to vote a limited ballot (Texas 
Election Code Chapter 112). This enables a voter to vote in any races that are common to 
his or her previous county and Travis County. The system behavior required for limited 
voting is discussed in later sections of this RFI. 

Step 2:  The voter takes the Ballot Style Token to a poll worker at a BCS. The poll worker 
scans the barcode, and the BCS prints a Voting Ticket, a piece of paper printed with a 5-
digit passcode.  The Ticket also indicates if the voter is voting a provisional ballot.   

Step 3:  The voter selects any available Voting Station and scans or enters the code from 
the Voting Ticket ƛƴǘƻ ǘƘŜ ±ƻǘƛƴƎ {ǘŀǘƛƻƴΦ ¢Ƙƛǎ ŀŎǘƛƻƴ ƛŘŜƴǘƛŬŜǎ ǘƘŜ ŘŜǎƛǊŜŘ ǇǊŜŎƛƴŎǘκōŀƭƭƻǘ 
style including the designation of a provisional ballot. Once the voter enters the code, it is 
transmitted over the local network to the BCS.  The BCS immediately invalidates the use 
of that code on the other devicesΦ ¢ƘŜ ŎƻŘŜΩǎ ǎǘŀǘǳǎ όƛǎǎǳŜŘΣ ƛƴ ǳǎŜΣ ǾƻǘŜŘ, expired, 
cancelled, etc.) can be checked at the BCS at any time during the election cycle. Each BCS 
generates access codes randomly subject to the constraint that no code is repeated within 
a polling location during an election session. Codes are not permanently linked to the 
voting record or the voter, as that could compromise voter anonymity.  

The voter makes selections on the touchscreen or with the aid of an accessibility-enabling 
device. When the voter completes making ballot selections, the Voting Station displays a 
review screen (and/or its ŀǳŘƛǘƻǊȅ ŜǉǳƛǾŀƭŜƴǘύ ŦƻǊ ǘƘŜ ǾƻǘŜǊ ǘƻ ŎƻƴŬǊƳ ŀƭƭ ǎŜƭŜŎǘƛƻns 
before printing a paper record.  

When the voter finishes making selections, the Voting Station encrypts and stores this 
information as an electronic vote record (EVR), and prints two documents using a thermal 
printer:  

¶ A Printed Vote Record (PVR):  This is a single or multi-page printed vote record that 
includes a human-ǊŜŀŘŀōƭŜ ǎǳƳƳŀǊȅ ƻŦ ǘƘŜ ǾƻǘŜǊΩǎ ǎŜƭŜŎǘƛƻƴǎ ŀƴŘ ŀ ōŀǊŎƻŘŜ 
encoding four types of numbers - a random (non-sequential) page identifier (PID) 
unique to each page, a (possibly sequential) page casting identifier (PCID) used 
only inside the polling location and unique to each page, the precinct/ballot style, 
and the page number. These numbers are printed under the barcode in plain text. 
See Appendix E for an example of a PVR. 
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¶ A paper take-home receipt:  This receipt ƛŘŜƴǘƛŬŜǎ ǘƘŜ Voting Station used, the 
date and time of the vote, and contains a short (16-20 character) hash code that 
serves as a commitment to the vote but does not reveal its contents. See Appendix 
F for an example of a Receipt. 

The voter reviews the printed record (PVR) ǘƻ ŎƻƴŬǊƳ the ballot selections. Voters who 
cannot read the paper may use an Audio Ballot Reader. This Reader utilizes text-to-speech 
software to scan the paper and read the contents back to the voter via headphones.  The 
Reader is an independent standalone device that does not communicate with the Voting 
Station. 

Step 4:  If the voter is ready to cast the ballot, he or she takes the printed vote record 
(PVR) to the Ballot Box/Scanner.  The Ballot Box/Scanner has a paper feeder and simple 
barcode scanner that reads the page casting identifier (PCID) from the composite barcode 
on each page of the PVR and communicates this to the BCS.  This allows for the validation 
of the electronic vote. The BCS confirms that the PCID corresponds to a valid PVR page 
(produced by a verified voter, not provisional) and transmits a hash of the electronic 
ballot record that is associated with the PCID to all devices on the network.   

This process creates a record of which ballots are cast (deposited in the ballot 
box/scanner), and therefore, which ballots should be tabulated.  An electronic ballot 
record is not considered cast and is not included in the tally unless, and until, its 
corresponding PVR has been deposited in the Ballot Box/Scanner. If the voter only places 
some pages of a multiple-page PVR into a Ballot Box Scanner, the final tally includes only 
the votes on those pages. The Ballot Box/Scanner ejects PVRs with invalid PCIDs, PVRs 
corresponding to provisional ballots, and PVRs that are expired.  

The voter exits the polling location with the paper receipt containing the hash code for 
the ballot placed in the Ballot Box/Scanner, in a human readable format, chunked into 
pieces of 3-4 characters to facilitate manual data entry. After results are published on 
election night, the voter may go to the online Public Bulletin Board with a simple text 
entry field only, which is used to enter up the hash code and verify the status of the 
ballot(s).  The receipts should also contain a QR code with a direct link to go to the public 
bulletin board with the hash pre-filled. 
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Data flow for the polling location process is as follows: 

 

6.4 Polling Place Flow for Voter Using the Audio PVR Reader 

The polling location includes an option for voters who wish to use an audio reader to review 
their Printed Vote Records (PVRs).  The following diagram illustrates how this additional step 
occurs. 
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6.5 Spoiled Ballots or Ballots that are Challenged for the Parallel Testing Process 

If a voter wishes to change his or her ballot selections after the PVR has been printed and 
before it is placed in the Ballot Box/Scanner, a voter may άspoilέ a PVR and vote a new 
ballot (Texas Election Code 64.007).  In STAR-Vote, a voter may use this process to 
άchallengeέ ŀ ballot using the same procedures in order to test whether the voting station is 
recording votes correctly (a new process not currently addressed in law).   

To spoil or challenge a ballot, the voter, before going to the Ballot Box/Scanner, takes the 
PVR and the receipt to a poll worker at the BCS and asks to spoil or challenge the ballot.  
The poll worker indicates on the face of the PVR and the receipt that they are 
spoiled/challenged. The poll worker scans the PCID of the PVR into the BCS, and the BCS 
records that the PVR is spoiled/challenged.  A message appears on the BCS asking the poll 
worker if the voter is requesting a new ballot. If the voter wants a new ballot, the poll 
worker prints a new Voting Ticket with a new 5-digit passcode, and the voter returns to a 
Voting Station to vote a new ballot.   

Any electronic vote record (EVR) page whose paper record (PVR) is not read by the Ballot 
Box/Scanner is assumed spoiled or challenged. In Texas, the voter can spoil up to three 
ballots.  Once the voter places the PVR into the Ballot Box/Scanner, the voter cannot make 
any changes. 

If a voter spoils or challenges a ballot, that ballot is used in a post-election audit.  Depending 
on the specific procedures of the audit, every spoiled or challenged ballot, or a sample 
number of these ballots, is checked against the corresponding electronic records to confirm 
the accuracy of the system.  This process creates a means for performing a live, parallel test 
of the Voting Stations in the field. 

Depending on varying state laws and guidelines, the Public Bulletin Board can display the 
decrypted content of these ballots.  At this time, Travis County is not planning to offer the 
decrypted content of the spoiled/challenged ballots on the Bulletin Board. 
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The workflow for a spoiled/challenged ballot at the polling location is as follows: 

 
 
 

6.6 Provisional Ballots 

If it is a determined that a voter needs to cast a provisional ballot (Section 63.011 of the 
Texas Election Code), the poll worker at the Voter Check-In Station works with the voter 
to complete the provisional ballot form/envelope.  The voter then receives a Ballot Style 
Token that provides the ballot style and an indication that it is for a provisional vote. See 
Appendix D for an example of a provisional Ballot Style Token.  

When the Token is scanned at the BCS, the BCS issues a 5-digit passcode that alerts the 
system ƻŦ ǘƘŜ ōŀƭƭƻǘΩǎ ǇǊƻǾƛǎƛƻƴŀƭ ǎǘŀǘǳǎ.  At the Voting Station, the voter enters this 
passcode and makes ballot selections.  The system creates an electronic vote record (EVR) 
ƻŦ ǘƘŜ ǾƻǘŜǊΩǎ ŎƘƻƛŎŜǎ ŀƴŘ ƳŀǊƪǎ ƛǘ ŀǎ άǇǊƻǾƛǎƛƻƴŀƭ ǇŜƴŘƛƴƎΦέ  The Voting Station prints out 
the PVR ŀƴŘ ǘƘŜ ǾƻǘŜǊΩǎ ǊŜŎŜƛǇǘΦ  ¢ƘŜ identifiers on these documents designate this vote 
as provisional. 

The voter returns to the poll worker table and seals the PVR into a privacy envelope.  The 
poll worker seals the privacy envelope into the provisional ballot form/envelope and 
secures it in a ballot box specifically for provisional PVRs. If a voter attempts to place a 
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provisional PVR in the Ballot Box/Scanner, it is ejected.  The voter retains the provisional 
ballot receipt and can use it to see if the ballot is eventually accepted and counted.  

After Election Day, the Voter Registrar reviews all of the provisional voterǎΩ registration 
information and sends the findings to the Early Voting Ballot Board (EVBB) for final 
consideration.  The EVBB opens the accepted provisional ballot form/envelopes and 
places the PVRs, contained in privacy envelopes, into a ballot box.   

The EVBB then opens the ballot box and removes the provisional PVRs from the privacy 
envelopes.  They feed these PVRs into a Ballot Box/Scanner, the system records them as 
άŀŎŎŜǇǘŜŘ ǇǊƻǾisionals,έ and includes the votes in the tally. 

The workflow for a provisional ballot within the polling place is as follows:  

 

6.7 Limited Ballots 

As outlined in Chapter 112 of the Texas Election Code, the Administrator can only issue 
limited ballots at the main Early Voting location. In the event that a voter requires a 
limited ballot, a designated poll worker at the main Early Voting location receives 
instructions from ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ǎǘŀŦŦ as to precisely which races to include on the 
ballot. Using a BCS programmed to allow limited ballot creation, the poll worker chooses 
the proper ballot style for the voter and enables only the races on that ballot appropriate 
for that voter. The BCS produces a Voting Ticket with a 5-digit code, and the voter 
proceeds to a Voting Station. When the code is entered, the BCS transmits the limited 
ballot style to the Voting Station.  To protect anonymity, all data and printouts from a 
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limited ballot vote are identical to a normal voter who simply vƻǘŜŘ άbƻ {ŜƭŜŎǘƛƻƴέ ŦƻǊ 
races in which the limited voter is ineligible.  

 

6.8 Emergency Paper Ballots 

In the case of an emergency, such as a power outage or an incident that causes the 
evacuation of a polling location, Election Judges are instructed to use emergency paper 
ballots.  If this occurs, the paper ballots are deposited in a special ballot box and are 
managed at the Counting Station using an emergency paper ballot option on the Ballot-
By-Mail module. 

 

6.9 When the Polling Location Closes 

When the polls close and the Election Judge notifies the system that the last voter has 
voted, the BCS produces three copies of a paper receipt containing a string of numbers 
that includes important auditing data (for example: the BCS ID, the number of access 
codes issued, the number of PVRs cast, the number of provisional ballots cast, the number 
of spoiled/challenged ballots issued, the time the last voter cast a ballot, etc.) and a hash 
of the sum of the entire set of EVRs on the BCS. This number is in human-readable format 
as well as a 1-D barcode.  This is called the Election Data Integrity Hash. 

The Election Judge uses an application (created as part of this proposal) that resides on 
the computer at the Voter Check-in Station used for qualifying voters.  It prompts the 
Judge to scan the Election Data Integrity Hash barcode and transmit this information to 
the Receiving Substations and Central Counting Station. The Election Judge posts one copy 
of the paper receipt on the door of the polling location, retains one copy, and includes 
one copy with the other election forms delivered to the Receiving Substation.   

Using a method (to be recommended by the vendor) such as employing large tamper-
resistant evidence bags, the Election Judge seals and secures the BCS and a randomly 
selected Voting Station.  The Judge seals the opening(s) for the Ballot Box/Scanner and, if 
applicable, the provisional and emergency ballot boxes.  Two election workers transport 
the BCS, a Voting Station, the Ballot Box Scanner, and the provisional and emergency 
ballot boxes (if applicable) to a designated Receiving Substation.    

During Early Voting, a similar process occurs at the end of each day, but law enforcement 
officers deliver the daily audit data, the BCSs, and the Ballot Box/Scanners to the 
!ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ hŦŦƛŎŜ instead of Receiving Substations and the Central Counting Station. 
At the beginning of each day, law enforcement transports these items back to the Early 
Voting locations. The Administrator may choose to return the same Ballot Box/Scanner to 
an Early Voting location each day until it is full and in need of replacement.  
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6.10 At the Receiving Substation (RSS) on Election Night 

On Election Day, the Administrator utilizes satellite Receiving Substations (RSS) positioned 
throughout the county as collection sites. After the polling locations close, teams of at 
least two poll workers per location drive to a Receiving Substation.  There, they transfer 
custody of election documents, the BCS, the Voting Station, the Ballot Box/Scanner, and 
the other sealed ballot boxes (if applicable) to RSS workers. 

A possible scenario is that for each polling location, the RSS worker: 

¶ Validates all seals; 

¶ Prints out a receipt from the Voting Station of the barcode containing the audit 
information and the Election Data Integrity Hash; 

¶ Scans the barcode into the Data Collection and Audit Module on a computer at 
the RSS.  This application confirms that the hash code sum of the EVRs pulled 
from the Voting Station at the RSS is identical to the hash code pulled from the 
BCS at the polling location and transmitted to the RSS.  The RSS worker reviews 
the poll ǿƻǊƪŜǊǎΩ paperwork and enters additional data, such as the number of 
signatures on the poll lists.  The RSS worker transmits this information along with 
the Election Data Integrity Hash to the Data Collection and Audit Module at the 
Central Counting Station;   

¶ Presents law enforcement officers with the BCS, the Ballot Box/Scanner with the 
cast PVRs, and the provisional and emergency ballot boxes (if applicable). All of 
these items are sealed at the polling location and remain sealed during the 
transfer to the Central Counting Station. The law enforcement officers make 
frequent runs to deliver these items to the Central Counting Station throughout 
the night; and 

¶ Electronically transfers all of the encrypted vote results on the Voting Station, 
validates that the hash matches the hash from the BCS receipt above, and 
transmits the data to the Central Counting Station for eventual import into the 
Tabulation Module.  After confirming the transmission, the RSS worker reseals 
and secures the Voting Station.  
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6.11 At the Central Counting Station (CCS) on Election Night 

At the Central Counting Station (CCS), the Election Trustees meet.  This is a diverse group 
of individuals from the community who represent civic organizations, different political 
parties, the media, etc. Each Trustee has possession of an electronic device that contains a 
private/public key pair. When a pre-determined minimum number of the Trustees sign on 
to STAR-±ƻǘŜϰ as a group, they are able to jointly decrypt the vote tallies and provide 
verifications for these tallies, as well as supporting audit data.  

After the polls close, two different modules collect data.  The Data Collection and Audit 
Module collects the Election Data Integrity Hash codes and other information from the 
polling locations and matches them against the information from the Receiving 
Substations.  The CCS workers review and compare this data for inconsistencies.   

RSS workers transmit the election result data from the Receiving Substations to the Data 
Collection and Auditing Module at the Central Counting Station. CCS workers download 
the data from this module onto a write-once data storage device (such as a DVD-R) and 
manually load it into the stand-alone Tabulation Module. In the event of transmission 
problems at an RSS, or if the Administrator wants to perform a more thorough check, CCS 
workers download the data from the physically transported BCSs onto a write-once data 
storage device or directly into the Tabulation module for comparison and/or use. 

The Trustees decrypt this data for tabulation throughout the night.  As tallies are 
computed, CCS workers periodically write the data to a write-once data transfer device 
(such as a DVD-R) and load that data onto a separate system. As results become available, 
this system reports unofficial cumulative and precinct totals to the media and the public 
ǘƘǊƻǳƎƘ ŜƳŀƛƭǎ ŀƴŘ ƻƴƭƛƴŜ Ǿƛŀ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ǿŜōǎƛǘŜ ŀƴŘ ǘƘŜ tǳōƭƛŎ .ǳƭƭŜǘƛƴ .ƻŀǊŘ.  
When all locations are counted, the system posts final unofficial cumulative and precinct 
reports.    

Reports come in a variety of formats available on ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ website.  The 
reports include, but are not limited to, an EVR hash code report of the hash computation 
of results from each location (a comprehensive report of all locations and by batch); a 
comprehensive report of all elections and races; individual entity results; locations 
reported/not reported (comprehensive of all locations and batch reports); the number of 
votes cast per location based on the results data; number of provisional ballots 
(comprehensive and by location); raw data for input to the Election Night Reporting 
application on the web; Election Markup Language (EML); formatted data transmission to 
the media; and Public Bulletin Board postings. 

 

6.12 Post-Election Day Processes 

Back Up and Archiving:  When the BCSs and Voting Stations are returned to the 
!ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ hŦŦƛŎŜΣ the Administrator backs up and archives the data on all of the 
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devices. Should a contest of election or further need for inspection arise, there must be 
clear, easy, and rapid methods for recalling data, records, and reports for use as forensic 
evidence in order to reconstruct and review the entire election, if necessary. 

Late Mail and Provisional Ballot Processing:  After the election, the EVBB convenes for 
the final count and tabulation of accepted late by-mail and provisional ballots, and 
reviews write-in votes for inclusion in the tally.   

Audits:  The Administrator examines all data, investigates inconsistencies, performs a risk 
limiting audit to establish statistical confidence that the outcome of the election is 
accurate, and matches a sample number of spoiled/challenged paper records (PVRs) to 
their corresponding electronic vote records (EVRs). 

Canvass Reports:  The Administrator finalizes the results and generates the final canvass 
for each entity.  These reports are ƳŀǊƪŜŘ ŀǎ άŦƛƴŀƭέ ƻǊ άƻŦŦƛŎƛŀƭΦέ 

 

6.13 Ballot-By-Mail Processing 

Processing ballots by mail is one of the first tasks performed in an election cycle. The 
Administrator may receive and accept Military and overseas FPCAs (Federal Postcard 
Applications) at any time during a calendar year, and standard ballot by-mail applications 
between 60 and 11 days prior to an election. Long before ballot content is finalized, the 
!ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ .ŀƭƭƻǘ-by-Mail staff processes the applications and prepares 
accompanying materials to ensure a fast turnaround as soon as ballots are available.  

A by-mail voter with an accepted standard application receives his or her paper ballot in 
the mail.  The voter hand marks his or her choices on the ballot and returns it using the 
mail or a common courier. A person who falls under the Uniformed and Overseas Citizens 
Absentee Voting Act (UOCAVA) and files an FPCA application can opt to receive either a 
paper ballot to hand mark and return by-mail or an emailed electronic image of a ballot to 
print, hand mark, and return by mail. 

Ballots Sent and Returned by Mail:  The Early Voting Ballot Board (EVBB) convenes for the 
first time toward the end of the Early Voting period. They inspect, qualify, and perform 
signature validation on all incoming voted by-mail ballots using the outside carrier 
envelopes and any enclosed forms or documents. Once the EVBB accepts a ballot, they 
separate the pink privacy envelope (that holds the voted ballot) from the carrier envelope 
and place it in a ballot box.  

Next, the EVBB opens the ballot box and begins to process the voted ballots.  They open 
the pink envelopes and review ŜŀŎƘ ōŀƭƭƻǘ ŦƻǊ ǇƻǘŜƴǘƛŀƭ άƛƴǘŜƴǘ ƻŦ ǘƘŜ ǾƻǘŜǊέ ŎƻƴŦƭƛŎǘǎΦ  
Intent of the voter problems occur when a voter marks his or her ballot in a way that 
might cause the digital scanner to incorrectly record the way the voter intended to vote 
(for example, stray marks on a ballot). On occasion when a ballot arrives torn or otherwise 
damaged, the EVBB must remake the ballot in accordance with election law. 
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The STAR-±ƻǘŜϰ system digitally scans the ballots and records ǾƻǘŜǊǎΩ ǎelections.  System 
settings can help to segregate out the ballots that need resolution.  The EVBB may detect 
and manually sort ballots for resolution by the system, or the Administrator may activate 
settings, such as detecting undervotes and overvotes, that the system automatically 
pinpoints and resolves. 

The system records actions taken by the EVBB on ballots that require resolution. 
Whenever the EVBB directs an action that requires a change on the system to prepare a 
ballot for tabulation, the system maintains an easily retrievable scanned image of the 
original ballot prior to resolution and an explanation of all changes. 

The Ballot Board convenes several times throughout the election period including Election 
Day/Night and eight days after Election Day to process late FPCA ballots and Election Day 
provisionals. 

Ballots Sent Electronically and Returned by Mail:  A UOCAVA voter using an FPCA 
application may request an electronic ballot sent by email that the voter prints, hand 
marks, and returns by mail. When processing the FPCA request, the Administrator inputs 
the application information, including the choice of an email ballot, into the voter record 
on the Voter Registration Ballot-by-Mail Module (not a part of this RFI). This automatically 
triggers processes within the Voter Registration Module and communicates through a 
secure means with the STAR-±ƻǘŜϰ By-Mail Ballot Generator to pull an electronic image 
(PDF) of the correct precinct/ballot style. The Voter Registration Module bundles the PDF 
ballot image with other required electronic documents and makes them available through 
a secure, voter-specific, online portal. The voter opens the portal and prints the 
documents including the ballot. The portal assigns and prints a unique serial number on 
the ballot in accordance with the Texas Election Code. The voter hand marks the ballot 
and returns it by mail.  The STAR-±ƻǘŜϰ system must be able to read the unique serial 
number and directly process this ballot without using remake procedures. 

 

6.14 Highlights of STAR-±ƻǘŜϰΩǎ /ǊȅǇǘƻƎǊŀǇƘƛŎ CŜŀǘǳǊŜǎ  

A sophisticated use of cryptography gives STAR-±ƻǘŜϰ significant layers of security and 
transparency and minimizes the risk for election tampering.  In addition, it allows for the 
use of Risk Limiting Audits to provide an even higher degree of confidence that the 
outcome of the election is accurate.  

The use of cryptography in this system offers the following advantages: 

¶ All electronic records are protected with multiple layers of tamper-evidence. 

Sending a hash of vote data from each polling location to the Receiving Substation 
when the polls close provides a way to confirm that tampering is not occurring during 
the transport of the electronic data.  
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This information is also a tool that can detect if alterations of the paper vote records 
are attempted.  When the polls close, the BCS produces the Election Data Integrity 
Hash. The Voter-Check-in Station computer at the polling location scans the Election 
Data Integrity Hash barcode and electronically sends the information to the Receiving 
Substations and the Central Counting Station.  When an Election Judge surrenders 
custody of the electronic data, the Voting Station (randomly selected at the polling 
location by the poll workers), the BCS and the Ballot Box/Scanner at the Receiving 
Substation, RSS workers print a new hash code from the Voting Station.  This hash 
code is compared with and must be identical to the one originally sent from the 
polling location.  

The technique of hash chaining is a key technology for providing electronic tamper 
evidence. Each individual vote record contains a hash of the previous vote record cast 
on the same device on that day.  As a result, even a voter who votes after the altered 
electronic record is created and checks his or her ballot can detect that tampering 
might have occurred.   

¶ An individual or a couple of individuals cannot conspire to decipher the encrypted 
data.   

A diverse group of individuals from the community (representing civic organizations, 
different political parties, the media, etc.) form a group of Trustees.  In a secure 
environment, each of these Trustees generates a private/public key pair, and together 
they participate to generate the Election Public Key.   Unless a predetermined 
minimum number of members of the group act together, the vote count cannot be 
decrypted, and vote data cannot be accessed or modified.   

¶ Coded vote counts can be combined so vote totals can be determined without 
decrypted individual ballots.   

The cryptographic system makes use of a property called additive homomorphism.  
This allows the votes to be totaled and audits conducted without the chance of 
infringing on the secrecy of the ballot.  When a voter makes his or her choices at the 
voting station, the software uses an algorithm to turn it into an encrypted code.   The 
additive homomorphism property makes it possible to combine the encrypted votes 
and come up with an encrypted sum.  When that sum is decrypted, it is the same 
number as the total calculated from the non-encrypted data. 

¶ Accuracy of the totals can be confirmed without decrypting them.  The validity of 
ballot contents can be independently checked without divulging voter selections. 

The cryptographic system employs a technology known as commitment consistency.  
The system utilizes NIZK (Non-Interactive Zero Knowledge) proofs throughout to allow 
independent verification (without providing the decryption key) that all ballots 
correspond to the rules of the election (no overvotes/undervotes) and to validate with 
mathematical certainty that the officially-provided tallies are correct decryptions of 
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the vote totals.  Therefore, an independent observer can check a mathematic proof 
that the released tally correctly reflects the totals of the ballots cast by the voters.   

¶ Patterns cannot be detected in the encrypted codes.   

All encryption makes use of cryptographic randomization in order to make sure that a 
vote for the same candidate on a different ballot does not look the same to an 
observer.  

¶ Risk-limiting audits test the accuracy of election outcomes and verify the consistency 
between the electronic vote record (EVR) and the print record PVR.   The risk-
limiting audit offers two significant advantages.  

First, it provides an efficient method to test that the electronic ǾŜǊǎƛƻƴǎ ƻŦ ǾƻǘŜǊǎΩ 
selections (EVRs) match the voter-verified paper records (PVRs) placed into the Ballot 
Box/Scanners.  The audit consists of randomly selecting ballot serial numbers (PCIDs), 
locating the PVRs with those PCIDs, and comparing the EVRs to the corresponding 
PVRs. 

Second, it provides statistical confidence that the outcomes of the election are 
accurate.  The audit team uses a statistical calculation to determine the number of 
PVRs that must be inspected to prove within a specified margin of error that 
tabulation correctly reported the winners in a race.  If two candidates have vote totals 
that are not close, the audit team checks a small number of PVRs to demonstrate with 
a high degree of certainty that the results outcome is correct.  If two candidates have 
vote totals that are close, the team examines a higher number of PVRs.   If the team 
finds any discrepancies between PVRs and EVRs, they increase the sample size and 
repeat the process until they complete a round without errors, or until they perform a 
full hand recount.  This process also tests the accuracy of the decryption and the 
content of the EVRs.   

¶ Cryptography allows the public to participate in confirming the accuracy of an 
election through the use of an online Public Bulletin Board.  

The ¢ǊŀǾƛǎ /ƻǳƴǘȅ /ƭŜǊƪΩǎ ǿŜōǎƛǘŜ ŀƴŘ ŜǾŜǊȅ ǾƻǘŜǊΩǎ ǊŜŎŜƛǇǘ Ŏƻƴǘŀƛƴǎ ǘƘŜ ƻƴƭƛƴŜ 
address of the Public Bulletin Board. On election night and thereafter, the Public 
Bulletin Board posts unofficial returns and information regarding the election.  This 
includes a list of the encrypted EVRs of all cast ballots. People who have no basic 
knowledge of cryptography and individuals or organizations that do may use this data 
in a variety of ways.  Some examples of how they may examine this data are: 

o A voter can verify that his or her ballot is included in the count.  

After a voter makes his or her selections, the Voting Stations prints a PVR and a 
separate receipt.  The receipt contains a mathematically computed number (a 
hash) that is based on the ballot content. Using that number, the voter can 
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look on the Public Bulletin Board and verify that the system correctly read the 
EVR and included it in the tabulation. This number is not on the ballot and can 
never be used to read the actual ballot content of a cast ballot.  

More importantly, because of the additive homomorphic property of the 
encryption, independent individuals or Entities can take the individual 
encrypted records that the County claims are cast and combine their encrypted 
votes together to make an encrypted tally.  Thanks to the commitment 
consistency already described, an independent Entity can validate 
mathematically that the official tally is a correct decryption of that encrypted 
tally they have independently calculated.  By doing so, they have 
independently verified that every record the County claims is cast was actually 
cast and is part of the final tally.  Combined with the ability of a voter to look 
up his or her specific record, this provides unprecedented confidence to the 
voter that his or her votes made it into the official tally. 

o A voter or a Parallel Testing Audit Team can perform live, on-site parallel 
testing to make certain that electronic votes are being recorded as voted. 
This is done throǳƎƘ ǘƘŜ ǳǎŜ ƻŦ άŎƘŀƭƭŜƴƎŜŘέ ōŀƭƭƻǘǎΦ   

The procedures for creating a challenge ballot are the same as those for a 
spoiled ballot.  The voter makes ballot selections but does NOT put the PVR 
into the Ballot Box/Scanner (therefore, not officially casting the ballot).  
Instead, the voter takes the PVR ǘƻ ŀ Ǉƻƭƭ ǿƻǊƪŜǊ ǿƘƻ ǎǘŀƳǇǎ ƛǘ ŀǎ ŀ ά{ǇƻƛƭŜŘ ƻǊ 
/ƘŀƭƭŜƴƎŜŘ .ŀƭƭƻǘΦέ   

After the election, the system decrypts these EVRs that are created but NOT 
formally completed and cast.   The Administrator performs an audit by using 
the PCID on any or all of these PVRs to locate (using a search function) the 
EVRs with a matching hash code. The Administrator compares the content of 
the PVR with the EVR to confirm that the system correctly captured the voterǎΩ 
selections. 

5ŜǇŜƴŘƛƴƎ ƻƴ ŀ ǎǘŀǘŜΩǎ ƎǳƛŘŜƭƛƴŜǎ ŀƴŘ ƭŀǿǎΣ the Administrator may post the 
decrypted ballot information from the Spoiled/Challenged Ballots on the Public 
Bulletin Board for public examination.   

o !ƴ ƛƴŘŜǇŜƴŘŜƴǘ ǇŀǊǘȅ Ŏŀƴ ŘŜǾŜƭƻǇ ŀƴ άŀǇǇέ ǘƻ ǾŀƭƛŘŀǘŜ ǘƘŜ Ǿƻǘe totals. 

An individual or organization may employ someone with cryptographic skills to 
develop an application that independently calculates an encrypted tally to 
verify against the official tally without ever decrypting the content of the EVRs.  
The requirements in this proposal include the creation of certain components 
for release as open source to the public.  These components provide the 
necessary ingredients for anyone to build an application that confirms the 
correctness of the tallies and the integrity of the encryption. 
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Further, independent Entities can provide independent sites that allow voters 
to verify that their ballots were cast and part of the tally (based on the hash 
code on their receipt).  This enables completely independent validation of the 
entire voting process.  Note that nothing herein reveals the contents of 
individual votes. 

 

6.15 Risk Limiting Audit Support  

STAR-±ƻǘŜϰ employs the use of risk-limiting audits after each election to ensure, with a 
high level of confidence, an accurate outcome of an election.  After each election and 
before the final canvass, an audit team performs the risk-limiting audit for the purpose of 
ensuring confidence that there is a perfect 1:1 representation between the electronic 
vote records (EVRs) used to tally the election and the selections stored on the printed 
vote records (PVRs) held in Ballot Box/Scanners.  Risk-limiting audits are statistically 
meaningful audits of the outcome, not recounts. 

To enable this goal, the Trustees produce a list after the election that contains a plaintext 
copy of each vote from each EVR.  The vote order is randomized so that it is impossible to 
connect a given vote back to any specific EVR without additional information.  

A code is paired with each plaintext vote.  This code is a hash of two things: the PCID of 
the page of the PVR on which that vote should appear and the race ID for the race in 
which that vote is cast.  A Mix-net produces and distributes the decryption by the Trustees 
as part of the general tabulation/decryption process.  The Mix-net, in this instance, must 
be verifiable (each step in the Mix-net must provide a proof that there is a 1:1 correlation 
between inputs and outputs).  

This list represents a commitment to a 1:1 relationship between the individual plaintext 
votes on physical pieces of paper and individual encrypted votes in cast EVRs.  The 
publication of this list enables public observers in the Risk Limiting Audit process to use a 
list they know tallies correctly and to which the election authority has committed.  

At the time of the audit, election personnel and public observers gather and generate a 
random seed (throwing of dice or any other activity that generates a genuinely random 
number) and use it to seed a pre-specified, publicly available random number generator. 

They use counting scales to establish the actual number of sheets of paper in each ballot 
box.  This provides an upper limit on the number of unexpected PVR pages (pages without 
a corresponding EVR) it is possible to encounter.  Using this upper bound, knowledge of 
the number of the margin of victory in each race, and knowledge of which races are on 
which ballot style pages, it is possible to calculate the minimum number of pages of each 
ballot style page type that must be identical to their electronic record in order to meet a 
pre-specified threshold of statistical confidence.  A sample implementation of these 
calculations may be found at this url: 
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http://www.stat.berkeley.edu/~stark/Vote/auditTools.htm 

Audit support software implements these calculations and, using the random number 
generator seeded earlier, generates a complete list of the ballots to pull for audit in the 
first sample.  This is ǎǇŜŎƛŦƛŜŘΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ōȅ ǎŀȅƛƴƎ ά¢ƘŜ ǇŀƎŜ ǿƛǘƘ t/L5 ȄȄȄȄȄȄȄȄΣ ƛƴ 
ōŀƭƭƻǘ ōƻȄ ȅȅέΦ  The process of finding the page with the correct PCID in a given ballot box 
is aided through the use of custom-modified high-speed scanners (or similar device) that 
can make use of this data encoded into the barcode of each page.  

When the audit team pulls the PVR, it is shown to the public observers, making its PID 
known.  Using this value and the race IDs known to correspond to races on that ballot 
style page, the software calculates all of the hash codes associated with the votes on that 
page from the plaintext list.  A quick lookup of these codes should reconstruct the 
electronic record associated with that page perfectly.  The team checks theses votes 
against the selections on the printed page. If no discrepancies exist, the audit proceeds to 
the next randomly selected page.  If discrepancies exist, the team notes the races in which 
the discrepancies occurred and the impact of the discrepancy on the tally. 

When the team completes their review of the full set of PVRs required by the initial 
calculation, and if all EVRs perfectly match, they declare the electronic tally as audited and 
statistically consistent with the paper record.  If they find any errors, they recalculate the 
sample sizes and draw new ballots to reach those larger sample sizes.  If they find 
successive errors, they repeat the process until either there is a round with no errors or a 
full hand recount of the paper records is completed. 

The following chart illustrates how different audit and security levels are used in STAR-
±ƻǘŜϰ. 
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Voter makes choices at voting station on 
electronic device and receives a paper 

record of his or her selections 

Decrypted tally and the 
electronic vote records  
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Paper records of voter choices with the 
random inventory numbers are pulled and 

their serial numbers recorded 
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Voter-Audited Paper Ballots 
Trustee System of Encryption 
Public Parallel Testing Using Challenged Ballots 
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Commitment Consistency to Ensure Accuracy of Code 
Risk Limiting Audit 
Administrative Audits 
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A set of randomly selected ballot inventory 
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TRUSTEE SYSTEM 
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Using the serial numbers on the paper vote records, the matching electronic 
vote records are reconstructed and manually compared to the paper records 

PUBLIC BULLETIN BOARD ON 
INTERNET 

AFTER POLLS CLOSE 

 

6.16 


