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Request for Information for a New Voting Syster

This Request for Information (RFI) solicits input from a broad community of individuals with exj
in technologygovernment, cryptography, statistics, project management, and human factors
engineering to assist Travis County in the design, development, implementation, maintenance,
continuing evolution of a new voting system we call SEFARGI Su ® ¢ KS fe@dsentS NA
Secure, Transparent, Auditable, and Reliable.
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1 PURPOSE

This Request for Information (RFI) solicits input feobmoad community of individuals with
expertisein technology, governmentryptography statistics, project managemerdand human
factors engineering to assist Travis County in the design, developmgriementation,
maintenance and continuing evolutionf a new voting system we c8TAR: 2 (.S u

We are searching for vendors interested in creating modern and imaginative solutions that
incorporate quality software design to provide improved secutiignsparency, accuracy,
reliability, usability, accessibility, and affordability in the election process.

STAR stands for Secure, Transparent, Auditable, and ReldB&TAR: 2 ( §stemsets new
standards usinghe accuracy of electronic voting, tlsecurity of cryptography, the transparency
of paper vote records, the auditability of each step of the election process, and the ability to
reliably confirm the correct outcomes of each election.

We are eagefor STAR: 2 (i 18 vedefine the polling placeo that itrepresenstoday and
anticipatesthe future. We want to build a system thatintuitive for all voters to operate and
reflects the kind of technology voters are accustomed to seeing in their daily lives; enhances
options for voters with disabties and places reasonabégerationaldemands on election
workers and administrators.

We want a system that is not obsolete from the moment it is purchased. Ratherspwe to

havea system that can evolwghen improvedoperating systems, software, and hardwaaeter

the marketplace.We want a system that is flexible and economically adaptive to changes in laws
and voter demandsWe seekto redefine voting systems so that they are more modudamelp
reduce the timeand costof certificationandto givevendorsmore freedom and creativity to
enhance all processasvolved inconducting electionsAndimportantly, we want a system that is
affordable forall counties to purchase, maintain, and upgrade.

WeintendforSTR+ 2 GSu (2 06S | Lzt AOt & | g, posdibyd S LINE R
consortium of counties) owningll intellectual property and proprietary righis and to the
system and all legally protectable elements and components @haditional infomation on
ownership ofintellectualproperty and poprietaryrights, as well as information alata
generated by theSTARE 2 (i Syatencan be found in Sectiofiland 4.3. We aretaking these
steps to protect the integrity of 8 STAR: 2 ( d&esign and toninimizethe licensing cost for its
use. However, we encouragespondes to imagne new wayf makingtheir involvement in this
project profitable. For examplegespondes maypropose to other countiegeasfor adding
modules with additonal functionalityor offering customized installation of this systeWe expect
the successfulesponderfor this projectto hold just claim to great expertise and be well
positioned to offer this service to others.

Building and implementin§ TAR: 2 { @quiresa wide range o$kills Therefore, we encourage
respondes to propog new kinds of coalitions, partnerships, and subcontractor relationships.

© 2015 Travis County, Texas 8
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We realize that RFIs typically do not have such a detailed presentation of concepts, requirements,
and specifications. However, maximize the success of this project; increase the amount of
specific and substantive feedback we gregsuing keep countis, election officials, activists, and
academicians current oour intendeddirection; speed up the timeline for implementatioand
helprespondes understand the depth and type of expertise ded, we have done our best to

provide a clear vision of whatenareseeking

We encourageespondesto commenton any problemghey seewith the system as proposed

and to makesuggestions formprovements If alternative ideas, technologies, or workflows are
submitted,we request that they be accompanied aydetiledexplanation as to why they are an
improvement. Proposed changekouldnot affect or appear to affect the basic goals of security,
transparency, anonymity, verifiability, auditability, reliability, usability, accessibility, and

affordability that areoutlined in this RFI. Additionallyhen recommending changg®spondes
mustconsiderhow any variation of these requirements creates or eliminates conflicts with the
'YAGSR {dFGSa 9tSOGA2Yy ' aaraialyOS /26GNokaaizyQ
Texas laws and guidelineSuggestions that are made may be incorporated into the subsequent
Request for Proposal (RFP).

We will utilize responses to this requestidentify and plan for resource requirements, including
budget and personnel requments,andfor the replacement of application software and the
supporting system software and hardwak&'e also will evaluate responsts technical,

functional and procedural innovations that may be incorporated into a future Request for
ProposalWe request the responént to provide an estimate or range of all costs associated with
the project. These estimates are not binding and are not linked to any future proposals that may
be submitted in response to any RFP.

This Request for Information does not constitute a solicitation for bids or proposals and does
not guarantee that any respondent will be awarded a contract. Travis County may develop
requirements for issuance of a Requést Proposal (RFPYsing informaion from responses

to this REIShould Travis County elect to release an RFP following the evaluation of RFI
responses, respondents to the RFI will be invited, but not required to participate in any
subsequent processe®Ve do not require vendort participate in the RFI process as a
condition or pregualification relative to the future submission of an RFP. Should Travis County
release an RFP, respondents to this solicitation willobeadvantaged in the selection
processby virtue ofhavingsubmitted aresponse to the RFI. Submission of an RFI response is
entirely voluntary and any and all costs of participation in this process will be the complete
responsibility of the respondent. No contract will be awarded as a result of this RFI process.

Travis Count cautionsrespondes that responses to this RFI will become public knowledge
and thatrespondentsshould clearly indicatas proprietaryany information provided that is
of a proprietary nature.

All vendors responding to this RFI will be placed on thdingalist for the Travis County§TAR
+ 2 (i §stem RFAfan RFP issued.

© 2015 Travis County, Texas 9
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2 BACKGROUNDHOW WE GOT HERE

In 2002, Travis County moved from an aged opscah, centratount election system to the

Hart Intercivic DRE drBallot Now balloby-mail system.This system has functioned well over

the years, and the County currently utilizes 1,725 eSlate voting stations, 355 Disabled Accessibility
Units, 461 Judges Booth Controllers, 30 Demo Units, and 3 Ballot Now stations that include 2
high-speed scanners a2 ballot printers.

In preparation for the purchase of a new voting systéme, Travis County Clerk convened a
citizens group in 2009 to begin discussions regarding the type of voting system the community
wantedfor the future. This group is comprised of around 45 members representing broad,
diverse segments of the community. A similar group was used around 1990 when the County
moved from gounchcard system to optical scan and again around 2000 when the County
adopted a DRE system.

CKS ¢NI @gAa /2dzyde /fSNJIQa 9ftSOlA2ya {GdzRé DNE

The nuts and bolts of election administratipn
How election systems function f@yMail voting, Early VotingMobile Voting Precinct
BasedElection Daywoting andVote Centers
1 The challenges of current federal and state certification procegshe extent to which
they protect the voter the extent to which theynterfere with election integrity (e.qg., by
making effective audits unnessarily difficult)and their effects on cost and
competitiveness (thewre costly, slow, and discourage innovation and market
participation);
1 The problems associated with the current election system market incluskcgetive
programming and design method = @SYR2NEQ NBalLkRyasSa 2F aidN
questions arise, disincentives in the market for vendors to update and improve their
SldzA LIYSYy (0> @OSYR2NBQ RSOAaA2Zya (2 y20 F2ff2
decrease after a technology isbnoader use or has become dated, and high maintenance
charges that are required but yield little benefit;
1 The types of election pd@lems and concerns encounteragross the nation including
security, court decisions, the difficulties of determining votgent, and recounts;
1 Viewpoints from activists and academia on computer security, usability, and accessibility;
and
1 The different types of voting systems that are available.

1
1

The group also had-depth discussions and demonstrations from vendors and useRE,
voter-verifiable paper audit trail (VVPAT), optical scanning, digital scanning, anecbantd
paperballot systems. These discussions were followed by an analysis of the purchasing and
operating costs of these systems.

At the end of the processhe Study Group determined that Travis County would best be served
by a system that uses an electronic count and paper ballots. They found that no system on the
market meets the needs of Travis County, and they directed the Clerk to find a way to aecure

© 2015 Travis County, Texas 10
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system thathasthe standards theyind important and underrepresented in existing systeqs
security, transparencyauditability; reliability; cost effectivenesausability, accessibilityand use
of high-quality, upto-date software design witimproved functionality.

Whenthe Travis County Cletkok up this challengeshefound that counties across the nation

were facing similar circumstance$o break through the gridlock that had election

administrators, academics, and activists at odds witk another, shehallenged these groups to

work with her tocraft the requirementsfor a new systenthatO2 dzf R 6 Said | ya6SNI S
concerns.

The County Clenteceived support from across the country and was especially honored that a
professoratRB | YAGSNEAGEQa S5SLI NIYSyd 2F / 2YLdzi SNI {
garnerthe help of some of th®©2 dzy it NE Q& Y2aid NBOSNBR SELISNI & A
and usability.

In long sessions wittilequently rambunctious discussions, a groapelection administrators,

usability experts, and computer and statistical academicians came together to forge the idea of
STAR: 2 {i.SAhpaper detailing the results of this effort was presertigdhe Rice University
professorat the 2013 meetingombining the Electronic Voting Technology Workshop, the

Workshop on Trustworthy Elections, and the USENIX Journal of Election Technology and Systems
(EVT/WOTE/JETS). A copy of that paper can be foukgbendix A oat:

https://www.usenix.org/conference/evtwie13/workshopprogram/presentation/bell

As interest grew and specific requirements 8FAR: 2 (i Bemame more defined, other coties
began serious inquiriegbout participatingin the process. At this pointhe County Clerklecided
to create andssue an initial RFor gaininginput into the STAR: 2 (i &mceptandfurther
determininga plan for development and implementation.

© 2015 Travis County, Texas 11
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3 INFORMATION ABOUTAWS COUNTY

3.1 Demographics

Austin,the State Capitalis located in Travis CountyTravis County ig central Texas and is just

over 1000 square miles. It has a population of over 1.063 million of which 623,000 are

registered voters. Austin, the proud capital of Texas, covers a vast area of Travis County and is
surrounded by numerous smaller citiesyos, villages, and unincorporated areas. As a center

F2N) GKS {GFGSQa 3I32FSNYYSyl-thanlaverage idteréstahd (G KS O3
understanding of politics and election issues.

Travis County is the home of the University of Texas and AuStommunity CollegeThe
University of Texas has over 50,000 enrolled students and Austin Community College follows
with an enrollment of 40,000. Travis County is also home to other high quality learning
institutions such as St. Edwards, Husfhotson and Concordia Universities.

Austin and Travis County are growing rapidiccording to the Census Bureau, Austin had the
fastest population growth in the United States in 2013. Surrounding cities within 30 miles of
Austin just outside of Travis Countya(Marcos, Cedar Park, etc.) ranked among the top most
rapidly growing cities with populations of 50,000 or more.

Travis County features a diverse populatiohhe area has become a majorityinority city,

where no ethnic or demographic group has amajeitf (0 KS LJ2 LJdzt | G A2y @ I dz
LJ2 LJdzf F GA2Y RNRLIISR 06St2¢ pr> | NRdzyR HAanp® I
0Pz @ DNRgAY3I GKS Y2ald NILARE&® Aad !dzAaGAYyQa ! :
now stands at around 6.5%t is important that all election related materials be offered in

English and Spanish. We anticipate that in the near future, an Asian language will need to be
incorporated. Delaying an immediate change is the uncertainty as to which Asian language(s)

will best serve the voters.

Travis County has a large number of young peo@#e€2014 report by the Community
Advancement Network (CAN) reports that Travis County has a comparatively young population.
About 76% of the population is over 18. 18% are betweerathes of 25 to 34 and only about

8% of the population is 65 years of age or older.

Travis County has approximately 85,000 to 116,000 persons with disabilifiestsimates of the

number of people with disabilities in Travis County vary between studmes nfay have to do

GAUK K2g GKS GSNXY aRA&lIO0fSRE Ad AYUGSNIINBGSRO®
individuals;others estimate the number to be about 11% of the population. Regardless of the
SEIFOG O2dzyi 2N RSTAYAGA2YS GKS ¢NI QA& [/ 2dzyie
possible to provide accessible voting, create a voting experience ttie g&ame or similar to

that of everyone else, and give persons the right to a private vote.
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3.2 Election Data

Travis County has 24&lection precincts and over 12@olitical subdivisions County elections
encompass federal, state, and local races. In addtioCounty elections, the County Clerk
offers election services to over 120 local jurisdictions including:

1 dties;

1 Acommunity college;

1 Atransportation authority; and

1 <chool, utility, emergency service, libragnd aquifer districts.

The number oentities conducting an election on one date has varied from 2 to BBtities

often have boundaries that do not follow election precinct lines and create a situation called
GaLX Al LINB OA ¢nitiegsménéhave alafge FateR dnd/dr @isffizt ces.Each precinct
and its unique configuration of elections and races constitute a precinct/ballot gtgla.result,
the number of different precinct/ballot styles generated for one election dateraaged from
250 to 850. The length of a ballot varidramatically. Ballots in large elections have contained
as many as 34 separate elections and included 154 races with 412 voter options.

Turnout varies from 7.5 to more than 66 percenf.urnoutis affected bycommunity interest in
particularissues oraces, howevergeneral trends occur based on the type of electibiational
elections draw far more voters than primaries or local elections. See the diagram at the end of
this section for statistics on Primary and November elections.

The Travis County &k conducts joint primaries for the Democratic and Republican Parties.
Primary elections are held in March of eweambered years with Primary runoffs occurring in
May. At this time, only the Democratic and Republican Parties hold primary electiongas.Te
Travis County runs joint primaries whdyeth parties vote in the same location and share all
voting system equipment.

Texas voters do not register as membersepecific political party. They declare party

affiliation when they arrive to vote ia primary election. Upon chegk at a polling location, a

voter requests and votes a ballot for either the Democratic or Republican Party. The voter must
vote in the same party if voting in the Primary runoff and may not crossover vote in the
opposingpail @ Q4 NHzy2FF St SOGA2y ®

Other political parties like the Green and Libertarian Parties conduct conventions to determine
their candidates for the General Election. A person who does not claim a political party can file
as an independent candidate on the &eal Election ballot.

Straight party voting is allowed Straight party voting is a ballot option in the November

General election of eveyf dzZY 6 SNBER &SI NE® +*20Ay3 GaidiNIAIKI LI
Straight Party race is selected, the voter may remove or change selections in any races on the
Generaballot.
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Someentities allow voters to select more than one candidate within a racé/hile most races

are determined by voting for one candidate or choice, s@ntties have races where voters

can select two or more candidates or choices (forexampl@,2 S F2NJ 2y S3 G(Gg2>
F2f{t29Ay3 OFYRARIFIFGS&LOD

¢CKS /ftSNJIQa 9fSOUA2YA S5AQPAAAZ2Y dzaQdntnibéredO 2 y R dz
years will likely consist of a May election with a possible June randffa November election.
Even-numbered years likely consist of March Democratic and Republican primary elections with

a possible May runoff, a May local election with a possible June runoff, and a November election
with a possible December runoff. Other special elections and aryeddDecember runoff

election are also possible.

Certain voters can vote by mailVoters must qualify to vote by mail in Texas. Requirements for
eligibility are that voters be:

1 65 years of age or older;

1 CQut of the county during the entire election peripd
1 Sck or disabled; or

1 Gonfined in jail but eligible to vote.

Uniformed service members, their families, and citizens residing outside of the United States are
also eligible to vote using a Federal Post Card Application (FPCA).

The volume of ballots voteby-mail in Travis County has been the rise. The number of by

mail ballots in the 2014 Gubernatorial Primaries increased by more than 192% from the 2010
Gubernatorial Primaries (from 2,011 to 5,877). If this trend toward votingay continues, the
volume in the 2016 Presidential election could grow from 18,844 ballots voted and returned in
2012 to more than 31,355.

Texas law provides for the use of provisional and limited balloBoth these instances require

election workers to follow special predures and for voting equipment to accommodate these

unique situations. Provisional votiri§ection 63.011 of the Texas Election Code) aliowater

whose name does not appear on the list of registered vofgue to possibleadministrative

error) to vote. Provisional ballots are kept separate from the regular ballots until a review of the
@20 SNDa NBO2NRa Ol y o(GhaftesINF R tNeVTExRsdElectipn/Coa)i SR 0 |
only issued when a voter has movida new county and has not4regisered. A ballot must

be created to provide théederal statewide and local districtaces that are similar between the
@20SNNa yS¢ FyR 2ftR O2dzyieod

Early Votings popular.Early Votingor each election typically runs@12 days, with 40%60%

of ballots cast during this period|thoughthis figure has been as high as 75%. The County runs
25to 35 EarlyandMobile Votinglocations. Great effort is made to place these locations @asir

of convenience and high foot traffic such as retail stores, mobile buildings and lobby areas. This
sometimes creates logistical challengegh small or oddlyshaped spaces, sparse electricity, and
unreliablenetwork connections.
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The County currenglemploys mmeroussecurity rpeasureand plans to adapt and apply these
tothey Sg aeaidSvyo C2NJ SEFYLX S g SyF2NOSYSyli
to a secured area each night and return them to the polling locatibe next morning.

Travis County offer&lection Dayote Centerdut must maintain the ability to conduct
precinct voting. In November 2011, the County began usifaje Center®n Election Day Vote
Centershave proven to be highly appreciated by voters, but the Coatggmust be prepared
to provide traditional precinct voting electign

Unlike precinct voting where voters must vote only in their precivcte Centergjive any

eligible Travis County voter the ability to vote at any polling location in Travis CanEfgction

Day Every polling location has every ballot style available for us@countywideelection,
approximately 19@o 210 polling locations are utilized. These polling locations typically have 3

to 20 voting stationsLarge elections may stetimes necessitate the use 6fa S 3| thath (i S a ¢
offer 20 to 50 voting stations.

The infrastructure and technology that makéste Centers possible is thmternet connection
LI2ffAy3 t20FGA2ya KI @S G2 ¢ NdodghaVoteRGlmsEll @ Q& + 2 |
Station that is independent from the voting systeriherefore, Election Day operates similarly

to Early Voting inhat polling locatios continuousy give and receivive updatesof information

to the Voter RegistratiorBystem Thisallowsvoters the convenience of voting at any polling

location and the security to prevent persons from casting a vote in more than one place on

Election Day.

On Election Night, judges are required to bring equipment and election materials to a
Receaving Substation.Travis County currently uses four to five Receiving Substations. After the
materials are checked in at the substations, law enforcement officaisinuouslydeliver the
electronic media with theéabulation information to the Centrald@inting StationCurrently, no
electronic transmission of election result data occurs betweenpibléng locationsSubstations

and the Central Countg Station.(However,STAR: 2 (i Bovides additional checks and

balances by utilizing both electronica&physical deliverof this data. Data transmissiors done

on systems separate from tH&TAR: 2 (i Witing and tabulations modules.)

Many laws and mandates dictate the conduct of electionShere are many complex laws and
requirements that pertain to vilng. Most relating to thi®kRFican be found in federal laws; Texas
law and Attorney General opinions; guidelines and advisories set forth by the Texas Secretary of
State; local charters; and procedures written by the Travis County Clerk.
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Travis County Election Turnout Statistics

Ballots Cast Percent of Ballots Cast | Percent of Registered Voters Voting Turnout by Election Type (% of Reg Voters Voting)
o - =
in Early |on Election A % Voting Voters ] c = o E 2 E
Voting Day Ballots Cast \;antir:]y El(:)ctlon Voting Election Voting g E E 5 = §'n=.
g ay Early Day a a 3 a -3
March 4, 2014 Dem Primary 627,347 23,756 24739 48,495 48.98 51.02 3.79 3.94 7.73 773
March 4, 2014 Rep Primary 627,347 17,584 17,447 34,031 50.01 4999 2.80 278 558 558
November 5, 2013 Constitutional 618,200 35,243 49,762 85,005 41.45 58.55 570 8.05 13.75 13.75
November 6, 2012 Presidential 635,300 239,619 152,089 391,708 61.11 38.89 37.72 23.94 6166 6166
May 29, 2012 Dem Primary 595,269 18,119 24,318 42,437 42.70 57.30 3.04 4.09 7.13 713
May 29, 2012 Rep Primary 595,269 17,905 24,389 42,294 42.33 57.67 3.01 410 7.11 711
November 8, 2011 Constitutional 581,831 21,067 29,707 50,774 41.49 58.51 362 511 8.73 873
November 2, 2010 Gubernatorial 603,964 134,427 106,318 240,745 55.84 44 16 22.26 17.60 39.86 39.86
March 2, 2010 Dem Primary 585,010 15,879 23,036 38,915 40.80 59.20 2.71 3.94 6.65 6.65
March 2, 2010 Rep Primary 585,010 20,785 29,997 50,782 40.93 59.07 3.55 513 8.68 8.68
November 3, 2009 Constitutional 581,585 13,468 30,081 43,549 3093 69.07 2.32 517 7.49 7.49
November 4, 2008 Presidential 609,230 302,426 100,406 402,832 75.07 24 .93 4964 16.48 66.12| 66.12
March 4, 2008 Dem Primary 555,865 97,706 88,963 186,669 52.34 47 .66 17.58 16.00 33.58 33.58
March 4, 2008 Rep Primary 555,865 18,501 22608 41,109 45.00 55.00 3.33 4.07 7.40 7.40
November 6, 2007 Constitutional 536,317 19,973 43,266 63,239 31.58 68.42 3.72 8.07 11.79 11.79
November 7, 2006 Gubernatorial 555,759 99,945 128,354 228,299 43.78 56.22 17.98 23.10 41.08 41.08
March 7, 2006 Dem Primary 542,797 7,926 12,923 20,849 38.02 61.98 1.46 2.38 3.84 3.80
March 7, 2006 Rep Primary 542,797 6,506 10,269 16,775 38.78 61.22 1.20 1.89 3.09 3.09
November 8, 2005 Constitutional 533,242 56,696 80,245 136,941 41.40 58.60 10.63 15.05 2568 2568
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4 GENERAL INFORMATIBDRRESPONDBR

4.1 Developing a New Business Structure

In developing a working relationship for this project, our goals include protecting the
integrity of STAR 2 0 Su T NBRdzOAYy 3 (KS ySSR F2NJ ¢NI GAa
developing this system; providing a structure that encourages system and seftwa

openness, development of new ideas, and analyzed improvements; and offering STAR
+20Su 02 20KSNJ Syaadaasa a + t2¢g O2ado

At the writing of this RFI, our belief is that the best way to meet these goals is for Travis

County (or a consortium of other STAR 1 Su O2dzy A Sav G2 NBOGFAY |
and proprietary rightsinandtothe STAR 4 Su a@2adSyYy FyR Ff€t fS3lI¢
elements and components of it.

In this scenario:

1 Travis County (and/or a consortium) would otine copyright and all dter IP rights
(patents, trademarks, etc.) with the vendor disclaiming any of their prior patent (or
other IP) coverage ov8TARE 2 (i:S u

1 Vendors would be contracted to provide services under a viorkire
arrangement;

1 Source code for all modules woude published, but usage rights for actual elections
as well as derivative rights (as in using the code to create a derivative voting system)
would be controlled by Travis County (and/or consortiumth a view toward
ultimately releasing usagandderivatid S NA I KGa dzyRSNJ I aadzidl o
Travis County and/or consortium) open source licethsd would allow and
encourage preparation of thirgarty derivative work, recognizing that voting
systems must be state and federally certified

1 Source ode for specific modules relating to thHzhrty verification of the public
bulletin board and related published election artifacts would be published under a
"suitable” (as determined by Travis County and/or consortium) open source license
and

1 During the period in which usage ardrivativerights are retained by Travis County

(and/or consortium), Travis County (and/or consortium) will commit to licensing all
elements of STARote on a Reasonable and NBimscriminatory (RAND) basis
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However, waunderstand that this method of developing and implementing a voting
system is new, therefore, for this RFI process, we are eager and open to other
collaborative i@as that vendors wish to propose that would help us reach our objectives.

4.2 Ownership of and Rights to Data Generated BYAR: 2 (i Syatem

Travis County will owall data generated or produced by the SFAR 1 S» daeadSysz 2\
element of it,when it is used by Travis Countggardless of the nature or form of the

data and regaraiss of the medium in which the datae generated or producedUpon

their creation, he data willautomatically becomé¢he sole and exclusiveroperty of

Travis County without limitatioor restrictionof any kindand regardless of whether the
dataarelegally protectable as confidential or proprietary

4.3 Terms and Acronyms

Theterma ! RY A y & raférddaGainty election official responsible for conducting
elections and implementing and usiSJAR: 2 (.S u

Any requirements and specifications indicae® G KS @g2NR aYdzadé 2N aa
implemented by any successful proposal. Those constraints or limitations indicated by
GYdzald y2G3X¢ 2N avYle y2i¢ gAft y20 0SS AyOf dzR
NBIjdZANBYSyi(ia IyR &aLXedZ RAlkG x2INDE FSWRERIZES R No
preferred elements or guidelines for how the designers of this specification envision its
realization, but are intended to leave flexibility in its ultimate form.

A Glossary is provided at the end of this docutterassist in clarifying terms used in this
RFI.

Frequently used acronyms include:

AceVS  Accessible Voting Station
BCS Ballot Control Station

BBM BallotBy-Mail

CSS Cascading Sheet Style

COTS  Commercial Ofthe-Shelf

ED Election Day

EDF Election Dénition File

EML Election Markup Language
ENR Election Night Return Internet System
EVBB Early Voting Ballot Board

EV Early Voting

EVR Electronic Vote Record

FPCA Federal Post Card Application
L&A Logic and Accuracy Testing

© 2015 Travis County, Texas 18



RFI # 1505003-LC

4.4

4.5

MID Machine Identifier

NIZK NonInteractive ZereKnowledge
PCID Page Casting Identifier

PID Page Identifier

PVR Printed Vote Record

RAND  Reasonable and Neiscriminatory
SOR Statement of Residency

SOS Texas Secretary of State

TEC Texas Election Code

UOCAVA Uniformed andOverseas Citizens Absentee Voting Act
uulD Universally Unique Identifier

VR Voter Registration

VEBD  Voter Editable Ballot Device
VEBRA Voter Editable Ballot Device (Audio)
VVSG  Voluntary Voting System Guidelines
XML Extensible Markup Language

Voter Registration Data

LY ¢N}Y@Aa [/ 2dzyGes GKS /[ 2dzyde /fSN]Qa 9t SOGA
Assessof 2 f £ SOl 2NDN&a +2GSN) wSIAAGNYXGA2YyY hTFFAOS Y
its data. The Tax Assesgo2 £ £ SO0 2 ND & + ficé GshawyStahhcaliégdNI G A 2y h

EZVote that was designed by and is supported by Hamer Enterprises of E&Xxade

takes the GIS data of all county districts and compiles the district information into unique
ballot combinations. There are instances throughthus RFI where information must be
communicated between the Voter Registration System &féR: 2 (i Bodules. Other
counties usin@TAR: 2 (i Bilthave their own individual relationship to the voter
registration data.

CNI} OAE [/ 2dzyieQanSysted@NRM 2y bAIKG wSidzN

The Travis County Clerk uses a-eak election reporting system that was designed by

GKS ¢NI @gA&a [ 2dzyde /EtSN]IQa hFFAOS FyR RS@St 2
the Election Night Reporting System or ENRis public toolises statistics, maps, and

graphics to display voter turnout and cumulative and precimeprecinct election results.

ENR provides these results throughout Election Night, reports updates and the final

canvass, and archives past election results for atttve viewing. This tool allows the

public to create and produce customizable, downloadable reports in a variety of formats.

'd dGKA&a GAYST GKS /SNl Qa hTFAQ®hostng I 3Sa 9b
company using a sit-site VPN tunnelThis solution is subject to change and any
proposed system must be able to operate within premisesda hosting or offsite with a
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hosting provider. Respondents tiois RFI may submit alternative recommendations for
consideration.

¢tKS a8aiSYy RS@USt2LISR o0& GKA& wCL Ydzad o6S +o
time, continuouslyupdated election data and final official results in a means and format
GKFG 2LISNIFGSa NILARf@ yR aSlrytSaate T2N (K

The Travis CoungNR site is atww.traviselectionresults.com
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4.6 Red Team Assurance

+SYR2NAE NBaLRyRAYy3I (G2 GKA& LINRBLRalf Ydzad I3
Team is a group of experts independently selected by Travis County. The vendor will not
participate inthe selection of the team members. The Red Team tests the effectiveness

2T GKS aeaitsSvyaQ aSOdaNAGe yR O2yiNRBf&aX ARSY
to reduce risks. Discussions in the RFP process will determine how the vendor and the Red
Tean interact and the schedule to be used. Any disputes between the Red Team and the
vendor are adjudicated by Travis County.

4.7 Use of Current and Commercially Available Hardwared Software

Proposals must incorporate a plan for the predominant useoaimercial offthe-shelf
hardware and associated software. CommerciatlogEshelf (COTS) hardwaaad
software are products not requiring custom development before installationthatiare
generally available and user friendly.

The proposed hardwanmust be current-generation offthe-shelf hardware that
maximizes security, easef-use, function, flexibility, reliability, and portability.

The design must also assume and plan for waysltiptand adapt tocontinuously

improving technology Since future COTS platforms will have new hardware and software
features thatcannot becompletelyanticipated, the Vendor may want to propose, as part

of an ongoing maintenance contract, fees and services for porting and otherwise updating
STAR to operateith new COTS devices as they arise.

It is expected that some elements, such as the ballot box scanners, may be best served
with non-COTS hardwardf a Vendor proposes hardware that is not COTS, a specific
justification must be provided that explaimgy a nonCOTS solution is required, a
breakdown of the components of the recommended hardware with notations by the parts
within it that are COTS, and an outline as to how the price for this customized hardware
was derived. Additional information regang warranties, replacement, and cost may be
requested if a solution requires COTS equipment to be located inside of or attached to a
non-COTS structure.

The proposed solutions must provide information if any equipment and/or related
furniture, componens, etc.do not meet VVSG or accessibility requirements.

4.8 Recommendation for Use of Thermal Printers

CNl OAa [/ 2dzyieQa NBAaASEFNOK AYyRAOFIGSaA GKFG GKS
best solution, and their use is described throughout this RRermalprinters:

1 Are snall and lightweight;
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Print at an acceptable rate of speed;

Do not rely onnk cartridgesor toner,

Produce clear, readable, crisp, darktte

Are able to run for long periods of time on battery power;

Are kss expensive to purchasmaintain, and operate; and

Can last longer with frequent handlitigan other types of printers

= =4 -8 4 -8 -

Our information shows that relatively new types of higinality thermal paper can
withstand reasonably high levels of heat and UV rays and maintajnalgy for at least
two years (the required retention period).

Vendors should consider the potential weather conditions in Texas when proposing
hardware and consumables.

Sheet fed thermal paper is preferred to continuous feed paper due to usability
considerations, such as reloading, user teffrerrors, misfeeds, and alignment issues.

Alternatives to thermal printers will be considered if the proposal demonstrates that
requirements can be met and costs are reasonable.

4.9 Accessibility is a Priority

Givng all voters the right to vote using the same voting device is an important principle
that drives the design of th8TARE 2 (i §stem. Creativity and ideas based on the latest
technology and philosophies are encouraged.

There are many outstanding resoescon this topic, for example:

1 Georgia Tech Research Institute: The Information Technology and Innovation
Foundation Accessible Voting Technology Initiative Working Paper Series #7
(http://elections.itif.org/wp-content/uploads/AVFD17-GTRIVSAPEv£013.pdj

1 Numerous papers provided by the Caltech/MIT Voting Technology Project
(http://Ivote.caltech.edu/wparchive

1 Work being done by the Los Angeles County Clerk
(http://appsl.lavote.net/voter/VSAP/

T WAftf tAYSNR& RAZASNIUIGAZ2Y 2y RSaAdy 27F |y
(http://chil.rice.edu/gpiner/PinerDissertation. ppf

4.10 Voluntary Voting System Guidelines Compliance
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Any system proposed to fulfill this RFI must fully comply with all elements of the 2012
Draft VVSG pertaining to voter interaction and accessibility, except for those items listed
in AppendiXB as incompatible wittBTAR: 2 (i. Smaddition, the successfptoposal

must comply with all aspects of the 2005 VVSG 1.0, except in such places as discussed in
AppendixB as not being compatible witBTAR:E 2 (.S u

Unless otherwise specified herein, all references to the Voluntary Voting System
Guidelines (VWSG)ref@t 1 KS ++{ D mM®m> GKS HnmH RN} FTd NB
writing, a copy of the 2012 VVSG revision could be found at:

http://www.eac.gov/assets/1/Documents/VVSG%20Version%201.1%20Volume%201%2
OPublic%20Comment%20VerskB1.2012.pdf

This shoulde the VVSG Version 1.1 Draft dated 8/31/2QiPthe document is not
available or does not match that version or date please contact
Lori.Clyde@travountytx.govfor a copy of the correct document.

Should a newer version of the VVSG become availaldesghdor must continue to

function within the guidelines of the 2012 draft referenced above unless instructions are
issued from Travis County to the contrary. If the vendaidves that some aspect of this
document is in conflict with VVSG recommendatiadhss document takes precedence,

but please notify Travis County of thenflictso that it may be considered arnlde RFI can
be amendedif necessary.

4.11 Texas Election Law and Secretary of State Voting System Guidelines

Any system proposed to fulfilhis RFI must fully comply with all elements of Texas law as
well as any advisories and requirements set forth by the Texas Secretary of State, except
for those items listed in the Gap Analysis in the Appef@ig incompatible wittSTAR
+20.Sxu

4.12 Referencemplementation

A reference implementationf some of the core ideas, workflows, and technologies
described in this document has been created by researchers at Rice University, and is
available for review. While reviewing this reference implementatiomeoaraged,

please note that due to license restrictions on the reference implementation, the final
STAR: 2 (i @oduct may in no way use or build upon code in this reference
implementation.
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5 REQUIREMENTS FRIRRESPONSES

While this document has an extensive list of requirements, it leaves open countless
possibilities for how they can be rendered. Therefmendorsmust bear in mind that the
requirements set forth in this RFI are based on specifications currently eradsioiVe

assume modifications, adjustments, or additions may be required. We assume new and
even greater ideas can be imaginetherefore vendorsshould use the descriptions of the

new system as a general guide, not as an exhaustive or fixed list oficguteams. Vendors

are encouraged taliscussany requirements, features, or services that such vendors believe
are necessary or advisable, in addition to or in lieu of, those specifically identified in the RFI.

Vendors are asked to submit the followiimgormation:

5.1 Information About Your Organization(s)

5.1.1

5.1.2

5.1.3
5.1.4

Please provide us with a profile ydur organizationor the group of
organizations who are working together to respaodhis RFI.

What previous experiences have you had with lasgale, complicatedyigh
profile, lowrisk-tolerance projects like the one we are proposing? Please be
sure to highlight your experience, if any, with project management;
accessibility provisions; state and federal certification requirements, software
development and programing; business analysis; system analysis;
information/cyber security and cryptography; mobile application development;
web development; network engineering; database administration;
implementing virtual and parallel environments for testing; and humatofac
Are any of these experiences associated with government projects or
specifically with elections?

What type of team would you bring together to accomplish this project?

Please expand on the experience and skills your team members would have in
despning, programming, and implementing cryptographic solutions.

5.2 Travis County Resource Requirements

Based on your experience with other projects, whkiad ofinternal resources and skill
setsdo you anticipate Travis Countyould need to provide during each phase of this
project? What about after the project goes live?

5.3 Systemand Software Information
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5.3.1

5.3.2
5.3.3
5.3.4

5.3.5

5.3.6

5.3.7

Describe the various technologigsu envision would be usetlring the
development of: programming language(s)/software librartest

frameworks; algorithms (where unusual or important to your design, including
the selected cryptographic algorithmsgnd software backend for webervices
and any implied hosting requirements.

Describe your approach to system and software design.
How would you manage version control and documentation?

What development tools and methodologies would you use to ensure this
project is engineered using best practices and that the resulting system is
secure, robust, and scalable?

What methods would yowecommend for formulating, executing, and
evaluating interim and comprehensive test plans to ensure that all
development is complete and functional? How would you incorporate-high
level testing approaches? Would you rely on virtual or real life test
environments?

What type of strategies would you use rimanagethe transition from a test
environment to a production environment?

Whattype of a structure would you suggest fmovidingon-going support,
maintenance, and upgrades to the system?

5.4 Project Managenent and Communication

5.4.1

54.2

54.3

5.4.4

5.4.5

5.4.6

Based on the information provided, please provide a rough timeline indicating
how you would set up the different stages of this project, how long you think
each stage would takend how they would overlap.

Please describe the stragees you would use to ensure this project stays on
track, on time, and on budget. How would you ensure each step is being
completed and properly tested for quality assurance?

Whatapproachesvould youtaketo maintain thorough and positive
communicationsamong all parties involved in this project? How would you
recommend resolving problems?

Describe how changes and modifications to requirements would be managed.
How would you manage unforeseen events?

How would you envision working with the Red Team? How would you envision
working with an outside quality assurance team?

What pitfalls, challenges, and opportunities do you think might occur with this
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project?

5.5 Partnering Structures

5.5.1

5.5.2

5.5.3

What strategy would gu recommend if another Texas county wants to
become a user BBTAR: 2 (i &woon as possible?

What possibilities do you see in an environment where Travis County (or a
Consortium of counties) owns, controls, and licenses the source co&I R
+ 2 (I & gives vendors a profitable environment where they can offer
products (such as additional modules or services such as customization of
software), implementation management, and ongoing support to counties.

Do you have any other suggestionshoiwv this project could be structured?

5.6 MakingSTAR: 2 (i Better

5.6.1

5.6.2

5.6.3

5.6.4

What recommendations do you have to improve the accuracy, security,
transparency, anonymity, verifiability, auditability, reliability, affordabjlity
usability, or accessibilityf this system?

Whatrecommendations do you have to enhance usability for the voter, voters
with accessibility needs, poll workers, aBtection Aministrators?

What ideas can you offer that would malteés systeneven easier and more
affordable for other counties and states tise andadapt to their particular
laws and practices.

Do you have any other ideas of what we could do to impibeerequirements
for STARE 2 (1S u

5.7 Why is Your Organization a Good Match 8TAR: 2 (15 u

5.7.1
5.7.2

5.7.3

Why is this project of interest to you?

Whatwould drive you and the other participants to make certain this project is
a success?

Why should Travis County (or a consortium of counties) put their trust in you
to complete a project of such importanee
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6 AN OVERVIEW OF THEAR: h ¢ SYSTEM

The following is a brief description of how WweagineSTAR: 2 {i fnctioning in practical
application. Ourgoalis@®A @S @SYR2NE |y dzy RSNRGFYRAYy3 27
elections processes arptovide a narrative obur overall vision oh new sysem. Whilewe

have given this descriptiogreat thought, Travis County is open to suggestions for

improving this design.

6.1 Before the Election

TheSTAR: 2 (i Bection Definition moduleollects data fronthe differentgovernmental

and political entitiecontracting with the Administrator for the conduct of their elections.

These entitiehavel O0S&aa (2  aA0S 6KSNBE GKS& Oly O0Oz2y
district/precinct information for their jurisdiction andtilize templatesto input ballot text

and audio information. The module uses this information to b8ild O K~ Sgllat &ndl & Q &
produces approximations of how the ballot will look and sound.

Theentitiesreview this information and have the option of emailing candidates and
representatves of propositions or issues to confirm the spelling of names, proposition
text, and corresponding audio representatiorBhe Administratorcompiles albf the
informationinto a master ballotandreturns it (and other election data) to the
participants fora formal review and sign off.

ThisSTAR: 2 (i ®oduleuses district/precinct information from theoter registration
databaseand the ballot information provided by the entities toeate ballotstyles. After
everything has been carefully proofed, reviewed, and formally accefited,

Administrator generates the Election Definition File and exports it to a CD or other secure
data distribution medium.

TheAdministrator loads thé&lection Definitin Fileinto the STAR: 2 (i oting and
TabulationModulesand thenonto the computers, Ballot Control Stations, and Voting
Stations to be used in testingdna separate computerhie Test Data Generator prepares
setsof trial datafor extensivdy testingthe hardware, software, and ballot programming.
This includes testing for afi-person and bymail votingscenariosWhen testing is
complete with 100% accurady,K S ! RY A ytaffalawNbadspe\BRé&tions

Definition File tahe remaining equipmenand preparest for deployment.

BeforeEarly VotingVoting Stations are delivered to and secured at the polling places.
Election Judges pick up the Ballot Control Stations and other election materials before
voting begins. At the end of each day of tearly Votingperiod, a team of law
enforcement officals picks up the Ballot Control Stations and transpibem back to a
secured area inthé R Y A y A adffisg: [n thé&ldodning, these officers return and
transport the Ballot Control Stations back out to tBarly Votindocations.
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6.2

Prior to Election By, the Voting Stations are delivered to and secured at the polling
locations. Election Judges pick up the Ballot Control Stdind election materials a day
or more beforeElection Day On Election Dayludgesarrive at the polls witlthe Ballot
Contol Statiors, connect and test all devices, complete setup of the locatiand,begin
processing voters at 7:00 a.m.

In-PersonEarly Votingand Election DayPolling Locations

Each polling location hag least onevoter Checkn Station at least one Bllot Controller
Station (BCS)t éeast oneVoting StationAudioBallot Reader(sandat least oneBallot
Box/Scanner.The BCS, Voting Stations, and the Ballot Box/Scanneeam®rked

together via a standard Ethernet wired network so thatytean conmunicate with one
another. Thenumberof devicesn a polling location is dependenponthe estimated
numberof voters, the space limitations of the facility, and the number of Voting Stations
that can be safely networked toBCS (Please note thaarly Voting equipment is rarely
reused on Election Day.)

Voter ChecKn Station: This system qualifies and checks in each voifhen the voter

leaves the Voter GitkIn Station, he or sheeceives a slip of papealled theBallot Style
Tokenthatcontt Aya F oF NO2RS 2F GKS @2G4SNRa ol ff2i
STAR: 2 (i,&nd it is not a part of this RFI.

Ballot Control Station (BCS)Yhe BC® the control center for the polling place. When a

voter presents a Ballot Style Tokanthe BCS, gcans the Tokedd o f €t 20 &dG et S &
and generates 5digit passcode called\doting TicketThis station also manages

provisional and spoilddhallengedballots, monitors connections and activities of the

Voting Sations, stores encrypteddalA Sa 2F Fff @20SN) 4SSt SOGA2ya
recordsas they arglaced into the Ballot Bé>xScanner.The BCS at the main Early Voting

location also createEmited Ballots.

Voting Stations Voters make ballot selections &foting Statios either by using a touch
screen or an accessibiignabling device After the voterreviewsa summary screen and
confirmsballot choicesthe system createan encryptecElectronic Vote Recor@EVR.
TheVoting Station then printsvo documents. The firstis aprinted record of the voteR a
choiceswith a barcode identifier. This ¢alled thePrinted Vote RecorPVR. The

second isa printed Receiptthat the voter keepgor reference and which is printed in such
order that, when picked up by the voter, itilhbe on top of the PVR for privacin

addition to the informatiorresidenton each Voting StatigreveryVoting Station stores
the datafrom all other Voting StationsBCSsandBallot Box/Scannerconnected to it

Ballot Box/Scanner:A Ballot Box/Scanner issarcodescannemwith a paper feeder

affixed to a ballot box. Theoter takes his or her printesummary of choice@he PVR)

and feeds ithrough the scanner. This scanrreadsonly the barcodeidentifier on the

PVR. Itdoesiip NBI R GKS 02y Sy OncetiBaliokBox/SBehrielS NDa OK z
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successfully realthe PVR barcodé relaysa message to the B@&consider the related
EVRascast The BCS returns a message to the Ballot Box/Scanner indicating@ither
acceptor reject thePVR If acceptedihe paper feedeadvances anthe PVRdrops into a
secure ballot boxIf rejected the BCS indicates the reason for the rejection and notifies
the Ballot Box/Scanndo ejectthe PVR

Audio Ballot Reades. This is not to be confused with the headset thatybe used
directly on a Voting Station to read instructions and ballot choices to a voter. Insktesad
allows avoter with visual challengea separate and independent method of reviewing
PVR content biere feedingthe PVRNto the Ballot Box/ScanneAudioBallot Raders

are independent stationthat arenot connected to the Voting Stationbut canbe part of
a Voting Station setupAn AudioBallot Reader scans the P¥Rt andutilizes a headset
to audibly read the PVR contettt the voter. This is an optional step for the votdyutit
givesa persorwith avisual impairmenthe same opportunity any sighted voter would
have to verify the electronically printed ballot choices beftire vote is cast

6.3 How a Voter Moves Through the Polling Place

CNRY UKS @Q20SNRa LRZAYyUL 2F OGASg2Z UKS LINRO
Step 1 Step 2 Step 3 Step 4
Vaoter is qualified at Voter has Token scanned Voter enters the passcode Voter verifies the printed
the Voter Check-In by a poll worker at the at the Voting Station and choices, feeds the PVR
Station and receives Ballot Control 5tation and makes ballot selections. into the Ballot
a Ballot Style Token. receives a 5-digit Voter prints a paper Box/Scanner, and leaves
passcode called the record of the choices the polling place with the
Voting Ticket. (PVR) and a receipt. receipt.
[
: Ballot
o CBaI::otl o VOUNg - gy /Scanner
Check-In on-ro Station
Station Ballot Cast
Ballot Style (BCS) .
Y Printer
Token
Voting -
Ticket Printed RECEIpt
S5-digit Vote hash cade
passcode Record

(PVR)

Here is a more detailed explanation of the dynamics at work:

Step 1: The voter checks in with a poll worker. The poll worker uses the \@fteckin
Station(not a part of this RFI) to confirm the voter is properly registereddetdrmine
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0KS @23GSNDa LKk gididnthen gendrdteS a pie2elioSphjealled
the Ballot Style Tokettnat contains an alphaumeric and 1D barcoderepresentation of
the appropriate ballot styleSee Appendi® for current samples of Ballot Style Tokens.

L¥ GKS @20SNRAa NI 3 xha iotedpiovidesthe pllwgrkeewith 6 S @S NA U
required information, and the poll worker givése voter a Ballot Style Token that

indicates both the proper ballot style aride provisional status of the ball¢Texas

Election Code 63.011). Nothing on this token is secret, nor is tia tyle unique to any

individual voter.

If a voter has moved to Travis County from a different Texas county but has not yet
registered to vote in Travis County, that voter is eligible to vdim#ed ballot(Texas
Election Code Chapter 112). This deala voter to vote in any races that are common to
hisor herprevious county and Travis County. The sysbemaviorrequired for limited
voting is discussed in later sections of this RFI.

Step 2: The voter takes the Ballot Style Token to a poll woetea BCS. The poll worker
scans the barcodend theBCSrints a Voting Ticket, a piece of paper printed with-a 5
digit passode. Thelicketalso indicatsif the voterisvoting a provisional ballot.

Step 3: The voter selectanyavailable Voting Station and scans or enters the code from

the VotingTicketA y 12 G KS +*2GAy3 {GlGA2y D ¢KAA | OGAZ2Y
styleincluding the designation @& provisional ballot Once the voter enters the codi|is

transmitted over the local network to the BCS. The BCS immediately invalidates the use

of that code on the other devicds ¢ KS O2RSQa a0l (aglired) A 34 dzSRX
cancelled, etc.) can be checked at the BCS at any time during the electioreagtieBCS

generates access codes randomsiypject tothe constraint that nocodeis repeated within

a polling location during an election sessi@odes are not permanently linked to the

voting record or the voteras that could compromise voter anonymity.

The voer makes selections on the touchscreen or with the aidroficcessibilisgnabling

device When the voter completes making ballot selections, the Voting Stdigplays a

review screen (and/ottsl dzZRA G 2 NB SljdzA @1 £t Sy G0 F2mJ 6§ KS @20 ¢
before printing a paper record.

When the voterfinishesmaking selectionghe Voting Station encrypts and stores this
information as an electronic vote record (EV&d prints two documents using a thermal
printer:

1 APrinted Vote Recor(PVR: Thisis asingle or multipage printed vote record that
includesahumaNB | R 0t S adzYYF NE 2F GKS @20SNRa ¢
encodingfour types ofnumbers- a random (norsequential) page identifier (PID)
unique to each page, a (possibly sequential) peaging identifier (PCID) used
only inside the polling location and unique to each page, the precinct/ballot style,
and the page number. These numbers are printed uriderbarcode in plaitext.

See Appendikfor an example of a PVR.
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T A paper takehomereceipt This receiph R Sy (i AVt StafidwSed, the
date andtime of the vote, anctontainsa short (1620 character) hash codbaat
serves as a commitment to the vote but does not reveal its cont&es. Appendix
Ffor an example of a Receipt.

The voter reviewthe printed record(PVR)i 2 O 2the balldtselectionsVoters who
cannot read the papemayusean AudioBallot ReaderThis Reader utilizes tekb-speech
software to scan the paper and read the conteh&gk to the voter via headphes. The
Reader is an independent standalone devlta does not communicate with the Voting
Station

Step 4:If the voter is ready to cast the ballot, he or she takesgheted vote record
(PVRJo the Ballot Box/ScannerThe Ballot Box/Scannkas apaper feeder andgimple
barcode scanner thatadsthe page casting identifieCIDfrom the composite barcode
on each page of the PVR and communisaités to the BCS Thisallows for the validation
of the electronic vote. The BE&Bnfirmsthat the PCID corresponds to a valid PVR page
(produced by averifiedvoter, notprovisional)andtransmitsa hash of the electronic
ballot record that is associated with the P@Call devices on the network

Thisprocess creatg a record of which balts are cas{deposited in the ballot
box/scanner), and thereforavhich ballots should be tabulatedAn electronic ballot
record is not considered cast arghot included in the tally unlesand until its
corresponding PVR hasén deposited in the Blat Box/Scanner. Ithe voter only places
somepagesof a multiplepagePVR ito a Ballot Box Scannehe find tally includes only
the votes on those page$he Ballot Box/Scanner ejed®¥Rs with invalid PCID%VRs
corresponding to provisional ballgtand PVRghat are expired

The voter exits the polling location with the paper receipt containing the hash code for
the ballot placed in the Ballot Box/Scannar a human readable format, chunked into
pieces of 34 characters to facilitate manual dagmtry. After results are published on
election night, the voter may go tive onlinePublic Bulletin Boardith a simple text

entry field only, which is use enter up the hash codandverify the status of the
ballot(s). The receipts should also contaa QR code with a direct link to go to the public
bulletin board with the hash prélled.
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Data flow for the polling location process is as follows

Step 1 Step2 Step 3

Vaoter is qualified Pall worker uses a scanner to scan the ballot style barcode Vater enters the five-digit passcode onto a Voting Station
at the Voter into the BCS. A small thermal printer attached to the BCS screen which opens the proper ballot style and tells the
Check-In Station prints a 5-digit passcode which is handed to voter. The BCS BCS that the station is in use. Voter makes ballot selections
and receives a communicates the passcode and ballot style data to all and prints a paper record (PVR) of the selections along
Ballot Style Token. networked Voting Stations, with a receipt containing a hash code of the selections. The

encrypted ballot data, audit logs, and message logs are
broadcast and saved to the BCS and all networked Voting

. Voting Ticket
Voter Thermal Printer - 5-§igit ————— ---! Stations.
1
Check-In passcode v
allo T P
Ballot Style o - .
— nn:(; Control . Voting | | Voting | | Voting
~ Station Data Station Station Station | |
Barcode Scanner— | (BCS} e - - |
Printer Printer Printer
Ballot | Cast
Ballot Step 4
BO}(/SCB nner Voter feeds the PVR into the Ballot Box/Scanner. The
Ballot Box,/Scanner reads the barcode on the PVR and
‘ tells the BCS to mark the encrypted electronic ballot as
CAST. A PVR is not cast until it is placed into the Ballot
LI Box/Scanner. The voter retains the receipt to verify the
Printed hash code on a Public Bulletin Board, if desired. Public
Vate Y Bulletin Board information is published on the web on
Receipt election night when results are reported.
Record S——
hash code )
(PVR) Voter Exits

FINISH

6.4 Polling Place Flow for Voter Using the Audio PVR Reader

The polling location includes an option faters who wish to use an audio reader to review
their Printed Vote Records (PVRs). The following diagram illustrates how this additional step
occus.

Step 1 Step 2 Step 3 Step 4 Step 5
Voter is qualified Voter has Token scanned Voter enters the Voter verifies the printed voter feeds the PVRinto
at the Voter by a poll worker at the passcode at the Voting choices using the Ballot Box/Scanner
Check-In Station Ballot Centrol Station and Station and makes headphones and an and leaves the polling
and receives a receives a 5-digit ballot selections. Voter independent audio place with the receipt.
Ballot Style Token. passcode called the prints a paper record of ~ reader.
Voting Ticket, the choices (PVR) and a
receipt. q q
Voter i Independent . Ballot
—— - oting - B I
allot Reader Box/Scanner
Check-In ConFroI e il
Station Ballot Cast
Ballot Style (BCS) .
Token Printer
Voting Recel
i i i
Ticket Printed eceipt
5-digit Vote hash code

passcode Record

(PVR)
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6.5 Spoiled Ballots or Ballots that are Challenged for the Parallel Testing Process

If a voterwishesto charge his or her ballot selections after the PVR has been printed and
beforeit is placedn the Ballot Box/Scanneil votermay éspoik a PVRand vote a new

ballot (Texas Election Code 64.00%) STAR/ote, a voter mayuse this process to
ochallengé ballotusing the same procedures in ordertest whetherthe voting station is
recording votes correctla new process ricurrently addressed in law).

Tospoil or challenge a ballgihe voter, before going to the Ballot Box/Scanntkesthe
PVRandthe receiptto a poll worker athe BCSnd askto spoil or challenge the ballot
The poll worker indicatesn the face of the PVRind the receipthat they are
spoiledchallenged Thepoll worker scans th&ClIDof the PVRnto the BCSandthe BCS
recordsthat the PVR is spoiléchallenged. A message appears on the BES8ngthe poll
worker if the voteris requestinga new ballot. If the voter wants a new ballot, the poll
worker prints a new Voting Ticket with a newdlgit passcode, and the voteeturns to a
Voting Station tovote a new ballot.

Anyelectronic vote record (EVR) page whose paper re@xR)s not readby the Ballot
Box/Scanners assumed spoiledr challengedin Texas, the votezanspoil up to three
ballots. Once thevoter places thePVR ito the Ballot Box/Scanner, the voter cannot make
anychanges.

If a voterspoilsor challenges #&allot, that ballot is used in postelection audit. Depending

on the specific procedures of the audit, every spoiled or challenged patlatsample

number of these ballotds checkedagainstthe corresponding electronic records to confirm

the accuracy of the system. This process creates a means for performing a live, parallel test
of the Voting Stations in the field.

Depending on varying state laws and guideliniee,Public Bulletin Boardaa displaythe
decrypted content of these ballots. At this time, Travis Coisihot planning taffer the
decrypted content of the spoiled/challenged ballots on the Bulletin Boar
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The workflow for apoiled/challengedallot at the polling locations as follows:

Step 1 Step 2 Step 3 Step 4
Voter makes ballot Instead of feeding the Poll worker stamps SPOILED on When the BCS is notified of a
selections and prints a PVR PVR into the ballot hoth iterns and scans the PVR spoiled ballot, it asks the paoll
and receipt. Vioter asks a box/scanner to cast the barcode into the BCS to identify worker if a new ballot is to be
poll worker to ballot, the voter hands the PVR as spoiled. The pall issued. If so, the poll worker
spoil/challenge the ballot. the PVR and receipt to worker retains the spoiled PVR prints a new passcode and the
the poll worker. and hands the receipt back to voter returns to a Voting
the voter. The PVR is reviewed Station to continue the voting
during the post-ele ction audit. process. A ballot is not
considered cast until the voter

| feeds a PVR into the Ballot
Ballot Voting ‘u'oting Box/Scanner.
Conifrol -I_;lfi':;:: - Station
Station basscode |
(BCS) Ballot
Printe -®> Box/Scanner

Barcodetcanner

Printed
Vote
Record
(PVR)

Receipt
hash code

6.6 Provisional Ballots

If it is a determined that a voter needs to cast a provisional b&Bettion 63.011 of the
Texas Election Coddhe poll worker at the Voter Cheek Stationworks with the voter
to complete the provisional ballot form/envelope. The voter then receivBalit Style
Tokenthat provides the ballot style and an indication that it is fgravisional voteSee
AppendixD for an example of a provisional Ballot Style Token.

When the Token is scanned at the BCS B&issues &-digit passcodé¢hat alerts the
system2 ¥ G KS o ff 20 QAftthd WEh@StadicniBeyvoterentars thisi dza
passcode andhakesballot sekctions Thesystem createsn electronic vote record (EVR)
2F (KS @20 SNDa GHKANROI & AI2yWHd WotngBfaRoh it
the PVR YR (G KS @2 (i Sitexifiersbiddhese dldcliménts désigriate this vote
as provisional.

The voter returns to th@oll worker table and seals the PVR into a privacy envelope. The
poll worker seals theprivacy envelopento the provisional balloform/envelopeand
secures itin a ballot lox specificallyfor provisionalPVRsIf a voter attempts to place a

© 2015 Travis County, Texas 34



RFI # 1505003-LC

provisional PVR in the Ballot Box/Scannes éjected The voter retains th@rovisional
ballot receiptand can use ito see if the ballot is eventually accepted and counted.

After Election Daythe Voter Registrar reviewal ofthe provisional votea @gistration
information and sendsthe findings to the Early Voting Ballot Board (EVBB) for final
consideration TheEVBB opens thaccepted provisional balldorm/envelopes and
placesthe PVRs¢ontainedin privacy envelopesnto a ballot box.

The EVBB then opens theallot box andemovesthe provisionalPVRs from the privacy
envelopes.They feed thes®VRs into a Ballot Box/Scanner, the system records them as
a I OO0 S Llisirizist aidhedudes the votes e tally.

The workflow for a provisional ballot withthe polling places as follows:

Step 1 Step 2 Step 3 Step 4

Voter is qualified at the Poll worker scans the Voter enters the five-digit Ballot Box/Scanner does not accept

Voter Check-In Station and Token at the Ballot passcode at the Voting Station Provisional PVRs. The voter must take the
receives a Ballot Style Token Control Station. Voter which opens the provisional PVRto the polling location judge, place the
with an indication it is for a receives the Voting ballot. Voter makes ballot PVR into the provisional envelope, and place
provisional ballot. Voter, Ticket containing a 5- selections and prints a paper the envelope nto the provisional ballot box,
with poll worker assistance, digit passcode. record (PVR), encoded as The voterretains the receipt to check the
prepares provisional provisional, and a receipt. status of the provisional ballot (accepted or
paperwork and envelope. rejected),and, if accepted, to verify the hash

code on a Public Bulletin Board,

[

Voter .
| Ballot Ll voting |- > Ballot
Check-In Control Station Box/Scanner
Station
Provisional (BCS]
Ballot Style Printer
Voting Ballot Cast
Ticket Printed Provisional | __ | Provisional
>-digit Vote Envelope Ballot Box
passcode
Record
(PVR) Receipt  pem--mmoooeep

Vater exits

hash code

6.7 Limited Ballots

As outlined in Chapter 112 of tHeexas Election Codine Administrator can only issue
limited ballots at themain Early Voting locatiofn the event that a voter requires a

limited ballot, a designated poll worket the main Early Voting locatiorceives

instructions fromi KS | RY A y A aditdpiedis\Nabigh racdslin€lddeon the

ballot. Using a BCS programmed to allow limited ballot creation, the poll worker chooses
the proper ballot style for the voter and enables only the races on that ballot appropriate
for that voter. The BCS produces a Voting Ticket witkdigih code, and the voter

proceeds to a Voting Station. When the code is entered, the BCS transmits the limited
ballot style to theVoting Station To protect anonymity, atlata and printouts from a
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6.8

6.9

limited ballot vote are identical to a normal voter who simpyitr SR ab 2 { St SOUGA 2

races in which the limited votas ineligible.

Emergency Paper Ballots

In the case of an emergency, such as a power outage or an incident that causes the
evacuation of a polling location, Election Judges are instructed to usegemzy paper
ballots. If this occurs, the paper ballots are deposited in a special ballot box and are
managed at the Counting Station using an emergen@gphallot option on the Ballet
By-Mail module.

When the Polling Location Closes

When the polls clse and theElection Judge notifiethe system that the last voter has
voted, the BCS produces three copies of a paper receitiaining a string of numbers
that includesmportant auditing data (for example: tH8CS ID, theumber ofaccess

codes issuedhe number of PVRsast,the number of provisional ballots cast, the number
of spoiled/challenged ballots issued, ttime the last voter cast a ballot, etc.) and a hash
of the sumof the entire set of EVR® the BCSThis number i;n humanreadable fornat

as wellas a 1D barcode.This is called th&lection Data Integrity Hash

TheElection Judgeses an application (created as part of this proposal) that resides on
the computerat the Voter Checin Stationused for qualifying voters. It prompts the
Judge to scan th&lection Data Integrity Haslarcodeand transmitthis information to

the Receiving Substations and Central Counting Stafioa Electiorudge posts oneopy
of the paper receipt on tb door of the polling locatioretains one copy, anohcludes

one copywith the other election forms delivered to the Receiving Substation.

Using a methodto be recommended by the vendaslich as employinkarge tamper
resistant evidence bags, thlelection Judge seals and securesBICS and a randomly
selected Voting StatianThe Judge seals the opening(s) for Badlot Box/Scannand, if
applicable, the provisional and emergency ballot boxes. Two election workers transport
the BCS, a Voting Statidhe Ballot Box Scanngandthe provisional and emergency

ballot boxes (if applicabjgo a designatedrkeceiving Substation

DuringEarly Votinga similarprocess occurs at the end of each dhytlaw enforcement
officers delivethe dailyaudit datg the BC§ and the Ballot BdScannesto the

I RYA Y A & i NlinsteaddiR&ceitiry Bub&efions and tBentral Counting Station.

At the beginning of each dalaw enforcement transports these items back to the Early
Voting locations. The Administrator may choose to return the same Ballot Box/Sdanner
an Early Voting locatiogach dayuntil it is full andin need ofreplacement
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6.10 At the Receiving Substatio(RSSpn Election Night

On Election Dayhe Administratorutilizes satelliteReceivindgubstations(RSppositioned
throughout thecountyas collection sites. After the polling locations close, teams of at
least two poll workers per location drive to a Redng Substation. There, thénansfer
custody ofelection documentsthe BCSthe Voting Stationthe Ballot Box/Scanneand
the other sealed ballot boxegf applicableYo RSS worker

A possible scenario is thidr each polling locatiorthe RS®/orker:
1 Validates all seals

1 Prints out a receiptfrom the Voting Station ahe barcodecontainingthe audit
information andthe Election Data Integrity Hash

1 Scanghe barcodeinto the Data Collection and Audit Modute acomputer at
the RSSThisapplication confirmghat the hash codsum of the EVRs pulled
from the Voting Station at the R&3dentical to the hash code pullddom the
BCS at the polling locati@nd transmittedto the RSSTheRSSvorker reviews
the poll g 2 NJ @peBwverk ancenters additionaldata, such ashe number of
signatures on the poll list The RSS worker transmits tinformation along with
the Election Data Integrity Hagh the Data Collection and Audit Moduéd the
Central Counting Station

1 Presents law enfaement officers witlthe BC$the Ballot Box/Scanner with the
cast PVRsindthe provisional and emergency ballot boxes (if applical#é)of
these itemsare sealed at the polling location and remain sealed during the
transfer to the Central Counting $ian. The law enforcemenbfficersmake
frequent runs to delivethese itemgo the Central Counting Statigdhroughout
the night and

1 Electronicallytransfersall of the encrypted voteesultson the Voting Station
validates that the hash matches tiash from the BCS receipt aboasd
transmits thedatato the Central Counting Statidor eventualimport into the
Tabulation Module Afterconfirming thetransmissionthe RSS worker reseals
and secureshe Voting Station
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6.11 At the Central Countingtdtion (CCSdn Election Night

At the Central Counting Statig€CS)the Election Trustees meet. This @iverse group

of individuals from the communitywho representcivic organizations, different political
parties, the media, etdach Trustee has psession of an electronic device that contains a
private/public key pair. Whena pre-determined minimunmumber ofthe Trusteesign on

to STAR: 2 (i & groupthey are able to jointlylecrypt the vote talliesnd provide
verifications for these tallies, as well as supporting audit data

After the polls close wo different modules collect data. TH2ata Collection and Audit
Module collectsthe Election Data Integrity Hastodesand other informatiorfrom the
polling locationsand matchesthem agairst the informationfrom the Receiving
Substations.TheCCS workengview and compare thidatafor inconsistencies.

RSS workers transmit tledection result data from the Receiving Substations toDiaga
Colletion and Auditing Moduleat the Central Counting Statio@CS workers download
the datafrom this moduleonto awrite-once data storage device (such as a BRJand
manuallyload itinto the stand-aloneTabulationModule. In the event of transmission
problems at an RSS, or if the Administrator wants to performoge thorough checkCCS
workers downloadhe data from the physically transported B@&®$0 a write-once data
storage device or directly into the Tabulation modtde comparison and/or use.

The Trustees decrypiis datafor tabulationthroughout the night. As tallies are

computed, CCS workeperiodicallywrite the data to awrite-once data transfer device

(such as a DVR)andload that data onto a separate sgsh. As results become available,

this system reports unoffici@umulative and precinct totat® the media and the public
0KNRdzZAK SYlIAfa FYyR 2yftAYyS @Al GKS ! RYAYyAadN
When all locations are counted, the syst@wstsfinal unofficial cumulative and precinct

reports.

Reportscomein a variety of formatswvailableoni KS | RY A yébsitd Nde i 2 ND &
reports include, but are not limited t@n EVRhash code report of the hash computation

of results from each lation (a comprehensive report of all locations and by batch); a
comprehensive report of all elections and races; individunity results; locations
reported/not reported (comprehensive of all locations and batch reports); the number of
votes cast per lagtion based on the results data; number of provisional ballots
(comprehensive and by location); raw data for input to the Election Night Reporting
application on the web; Election Markup Language (Efdtratted data transmission to
the media; andPublicBulletin Boardhostings

6.12 PostElectionDayProcesses

Back Up and ArchivingWhen the BCSs and Voting Stations are returned to the
I RY A Y A a ( Nlthe AdviigtratbriFagka up &l archivebke data on all of the
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devices Should a contest of election or further need for inspection atisere must be
clear, easy, and rapid methods f@calling datarecords and reportsfor use adorensic
evidencein order to reconstruct and review thentire election if necessary.

LateMail and Provisional Ballot Processind\fter the election, the EVBB convenes for
the final count andtabulation of accepted late bynail and provisional ballofand
reviewswrite-in votesfor inclusion in the tally

Audits: The Administrator examirgeall data, investigates inconsistencies, performs a risk
limiting auditto establish statistical confidence that the outcome of the election is
accurate and matches aample number of spoiled/challenged paper recofe¥Rs)o

their corresponding electronic vote record&VRS)

Canvass ReportsThe Administrator finalizes the results and generatesfii@ canvass

for eachentity. Thesereportsarél NJ] SR & GFAYyLFfté 2NJ a2FFAOAL

6.13 Ballot-By-Mail Processing

Processingpallots by nail is one of the first taskperformed in an election cycl@he
Administrator may receive and accdgilitary and overseas FPCAs (Federal Postcard
Applications) at any time duringcalendar yegrand standard ballot bymail applications
between 60 and 1 days prior to an election. Long before ballohtent is finalized, the

I RYA Y A a i NdbyivaiNsffiprocebsesheapplications angbrepares
accompanyingnaterialsto ensureafast turnaround as soon as ballaise available

A by-mail voter with an accepted standard application recestsis or hempaper ballot in
the mail The voterhandmarks his or herchoices on the ballaand returrsit using the
mail oracommon courierA person who faBunder the Uniformed and Overse&itizens
Absentee Voting Act (UOCA\KN filesan FPCA application can opt to receive either a
paper bdlot to handmark and return bymail or anemailedelectronic image of a balldb
print, handmark, and return by mail.

Ballots Sent and Returned by MailTheEarly Voting3allot Board (EVBB) convenes for the
first time toward the end of thézarly Votingperiod. They inspect, qualify, and perform
signdure validation on all incoming votdualy-mail ballots using the outside carrier
envelopes and any enclosed fosror documents. Once the EVB&epts a ballgthey
separatethe pink privacy envelope (that hadhe voted ballot) from the carrier envelope
andplace itin a ballot box.

Next, the EVBB opens the ballot box and begins to process the voted balluty. open
the pink envelopes anceviewS I OK o € f 20 F2NJ LI2GSYGAl f
Intent of the voter problems occur when a votearkshis or her ballot in a way that
might cause the digital scanner to incorrectly record the way thenotended to vote
(for example, stray marks on a balldDn occasionvhena ballotarrivestorn or otherwise
damaged, the EVBB must remake the bahaiccordance with election law
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TheSTAR: 2 (i §stem digitally scarthe ballots and recorsi@ 2 (i SeNdidds. $stem
settingscan help tosegregate out the ballots that need resolutiolhe EVBB may detect
and manually sort ballots for resolution by the system, or the Administrator may activate
settings such as detecting undervotes and overvotibst the system automatically
pinpoints and resolves.

The systemiecordsactions taken by the EVBB on ballots that require resolution.
Wheneverthe EVBB directs an action that requires a change on the systgmepare a
ballot for tabulation the system maitains an easily retrievablecamed imageof the
original ballot prior to resolutiomndan explanation oéll changes.

The Ballot Board convenes several times throughout the election period inclatingon
Day Nightandeightdays afterElection Dayo process late FPCA ballots dgleéction Day
provisionals.

Ballots Sent Electronically and Returned by Mall UOCAVA voter using an FPCA
application may request an electronic balkgntby emailthat the voterprints, hand
marks, and returrs by mail. Wherprocessinghe FPCA requesthe Administrator inputs
the applicationinformation, including the choice of an email ballotto the voter record
onthe Voter Registration Balldiy-Mail Module (not a part of this REIY his automatically
triggersprocessesvithin the Voter RegistratioModule andcommunicates through a
securemeans with theSTAR: 2 (i BysMail Ballot Generatoto pull an electronic image
(PDF) of the corregirecinct/ballot style. Th&/oter Registration Modulbundles thePDF
ballotimagewith other requiredelectronicdocuments and makes them available through
a secure, votespecific, online portal. The voter opens the portal and prints the
documents including the ballot. The portal assigns and prints a unique serial nomber
the ballot in accordance with the Texas Election Code. The voterrharis the ballot
and returns it by mailTheSTAR: 2 (i §stem must be able to read the unique serial
number and directly process this ballot without using remake procedures.

6.14 Highlights of STAR: 2 (iGa« / NRB LJG 2 3INIF LIKAO CSI (dzNB &

A sophisticated use of cryptography gi&EAR: 2 (i Sgnificant layers of security and
transparency and minimizes the risk for election tampering. In addition, it allows for the
use ofRisk Limiting Audstto provide an even higher degree of confidence that the
outcome of the election is accurate.

The use of cryptography in this system offers the following advantages:
1 All electronic records are protected with multiple layers of tampewidence.

Sending a hash of vote data from each polling location to the Receiving Substation
when the polls close provides a way to confirm that tamperamgpt occuring during
the transport of the electronic data.
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This information is also a tool that can detéclterations of the paper vote records
are attempted. When the polls close¢he BCS produces thgection Data Integrity
Hash The VoterCheckin Station computer at the polling locati@tans theElection
Data Integrity Hasbarcode ancelectronicallysendsthe informationto the Receiving
Substations and the Central Counti@tation Whenan Election Judgsurrenders
custody of the electronic datdhe Voting Statioifrandomly selected at the polling
location by the poll workersthe BC&nd theBalbt Box/Scanneat the Receiving
SubstationRSS workengrint a new hash cod&om the Voting Station This hash
codeis compared withand must be identical tthe one originally sent from the
polling location.

The technique of hash chaining is a keyhteaogy for providing electronic tamper
evidence. Eachdividualvote record contaiea hash of the previous vote record cast
on the same device on that dayAs a result, even a voter who votes after the altered
electronic records created and checkss or herballot candetect that tampering
might have occurred

1 Anindividual or a couple of individuals cannot conspire to decipher the encrypted
data.

Adiverse group of individuals from the community (representing civic organizations,
different poitical parties, the media, etc.) form a groupTstees In a secure
environment, each of thes€rusteegyenerates a private/public key paandtogether
they participate to generate the Election Public Kdynlessa predetermined

minimum number of ,embers ofthe group act together, the vote count cannot be
decrypted and vote data cannot be accessed or modified

i Coded vote counts can beombinedso vote totals can be determined without
decrypted individual ballots.

The cryptographic system makese of a property called additive homomorphism.
This allowghe votes to be totalecind audits conducted without the chance of
infringing on the secrecy of the ballot. When a voter makes his or her choices at the
voting station, the software uses an atghm to turn it into an encrypted code. The
additive homomorphism propertgnakes it possible tcombinethe encrypted votes

and come up with an encrypted sum. When that sum is decrypted, it is the same
number as the total calculated from the nemcryped data.

1 Accuracy of the totals can be confirmed without decrypting them. The validity of
ballot contents can be independently checked without divulging voter selections.

The cryptographic system employs a technology known as commitment consistency.
Thesystem utilizeNIZK (Nofinteractive Zero Knowledge) proofs throughout to allow
independent verification (without providing the decryption key) that all ballots
correspond to the rules of the election (no overvotes/undervotes) and to validate with
mathematical certainty that theofficially-provided tallies are correct decryptions of
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the vote totals. Therefore, an independent observer chacka mathematic proof
that the released tally correctly reflectbe totals of the ballots cast by the voters

1 Paterns cannot be detected in the encrypted codes.

All encryption makes use of cryptographic randomization in order to make sure that a
vote for the same candidate on a different ballot does not look the same to an
observer.

1 Risklimiting auditstest the accuracy of electiomutcomes andverify the consistency
between the electronic vote recordEVRanNd the print recordPVR The risk
limiting audit offers two significant advantages.

First, it provides an efficient method to test that the electro@iS NBE A 2y a4 2F @20 S
selectiong EVRsjnatch the voterverified paper recordéPVRsplacedinto the Ballot
Box/ScannersThe audit consists of randomly selectimglot serial numbers (PCIDs)

locating thePVRswith thosePCIDs, and comparitige EVR$0 the corresponding

PVRE.

Second, it provides statistical confidence that the outcomes of the election are
accurate. The audit team usesstatistical calculatioo determine the number of
PVRghat must beinspectedto prove within a specified margin efror that
tabulation correctly reportedhe winners in a race. If two candidates have vote totals
that are not closethe audit team checks a small number of P¥Rdemonstratewith
a high degree of certaintthat the resultsoutcome is correct. If twoandidates have
vote totals that are closéhe team examines a higher number of PVR&he team
findsany discrepancies betwed?VR@and EVRsthey increase thesample size and
repeatthe process untithey completea round without errorsor until they performa
full hand recount. This process also tests the accuracy of the decryption and the
content of theEVR.

1 Cryptography allows the public to participate in confirming the accuracy of an
election through the use of an online Public BulletBoard

I A A & A .~

The¢ N} oA a [/ 2dzyie SOSNB Q@2 3SNBEA ISBOFRLIG O2y i
address of the Public Bulletin Boafdin election night and thereaftethe Public

Bulletin Boardpostsunofficial returnsandinformationregarding the electionThis

includesalist of the encryptedEVR®f all castballots.Peoplewho have no basic

knowledge of cryptography and individuals or organizations thandy use this data

in avarietyof ways Some examples of hawey may examine this data